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Summary

CVE CVE-2021-45808

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-19 13:15:00 UTC

Updated 2022-01-25 16:29:00 UTC

Description jpress v4.2.0 allows users to register an account by default. With the account, user can upload arbitrary files to the server.

Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jpress Jpress 4.2.0 All All All

References

Reference

Home - The Journeyman Press

GitHub - JPressProjects/jpress: JPress，一个使用 Java 开发的建站神器，目前已经有 10w+ 网站使用 JPress 进行驱动，其中包括多个政府机构，200+上市公司，中科院、红+字会等。

jpress前台存在任意文件上传漏洞 · Issue #173 · JPressProjects/jpress · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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