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Summary

CVE CVE-2021-45942

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-01 01:15:00 UTC

Updated 2023-11-07 03:39:00 UTC

Description OpenEXR 3.1.x before 3.1.4 has a heap-based buffer overflow in Imf_3_1::LineCompositeTask::execute (called from IlmThread_3_1::NullThreadPoolProvider::addTask and IlmThread_3_1::ThreadPool::addGlobalTask). NOTE: db217f2 may be inapplicable.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 11.0 All All All

Operating System Fedoraproject Fedora 34 All All All

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

Application Openexr Openexr All All All All

Application Openexr Openexr All All All All

References
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[SECURITY] Fedora 34 Update: mingw-openexr-2.5.5-6.fc34 - package-announce - Fedora Mailing-Lists

enforce xSampling/ySampling==1 in CompositeDeepScanLine (#1209) · AcademySoftwareFoundation/openexr@11cad77 · GitHub

DeepScanlineInputFile now uses chunk size test from DeepTiledInputFil… · AcademySoftwareFoundation/openexr@db217f2 · GitHub

[SECURITY] [DLA 3236-1] openexr security update

Release v3.1.4 · AcademySoftwareFoundation/openexr · GitHub

41416 - oss-fuzz - OSS-Fuzz: Fuzzing the planet - Monorail

[SECURITY] Fedora 36 Update: mingw-openexr-3.1.4-1.fc36 - package-announce - Fedora Mailing-Lists
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OpenEXR: Multiple Vulnerabilities (GLSA 202210-31) — Gentoo security

openexr/CHANGES.md at v3.1.4 · AcademySoftwareFoundation/openexr · GitHub

[SECURITY] Fedora 34 Update: mingw-openexr-2.5.5-6.fc34 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 35 Update: mingw-openexr-3.1.4-1.fc35 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 36 Update: mingw-openexr-3.1.4-1.fc36 - package-announce - Fedora Mailing-Lists

enforce xSampling/ySampling==1 in CompositeDeepScanLine by peterhillman · Pull Request #1209 · AcademySoftwareFoundation/openexr · GitHub
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Debian -- Security Information -- DSA-5299-1 openexr

[SECURITY] Fedora 35 Update: mingw-openexr-3.1.4-1.fc35 - package-announce - Fedora Mailing-Lists

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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