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CVE CVE-2021-46279
State PUBLIC
Assigner prodsec@nozominetworks.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-24 14:15:00 UTC
Updated 2023-02-03 15:32:00 UTC
Description Session fixation and insufficient session expiration vulnerabilities allow an attacker to perfom session hijacking attacks agai

1|

Risk And Classification

Problem Types: CWE-613 | CWE-384

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Lannerinc lac-ast2500a - All All All

Operating System Lannerinc lac-ast2500a Firmware 1.10.0 All All All

Reference Source Link Tags

Error 404 MISC www.nozominetworks.com
www.nozominetworks.com/labs/vulnerability-advisories/cve-2021-46279 ~ MISC www.nozominetworks.com

Vulnerabilities in BMC Firmware Affect OT/loT Device Security — Part 1 MISC www.nozominetworks.com
cvelist/CVE-2021-46279.json at master - CVEProject/cvelist - GitHub MISC github.com Third Party Advisory
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Andrea Palanca of Nozomi Networks found this bug during a security research
activity.
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http://cve.report/vendor/lannerinc
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There are currently no legacy QID mappings associated with this CVE.
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