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Summary

CVE CVE-2021-46389

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-07 14:15:00 UTC

Updated 2022-02-10 21:02:00 UTC

Description IIPImage High Resolution Streaming Image Server prior to commit 882925b295a80ec992063deffc2a3b0d803c3195 is affected by an integer overflow in iipsrv.fcgi through malformed HTTP query parameters.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application High Resolution Streaming Image Server Project High Resolution Streaming Image Server All All All All

References

Reference Source Link Tags

- Modified TileManager.cc to verify that malloc() has correctly alloc… · ruven/iipsrv@882925b · GitHub MISC github.com

Added verification that image has been set in SPECTRA.cc and check on… · ruven/iipsrv@4ed5926 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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