CVE-2021-46708

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2021-46708
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-11 07:15:00 UTC
Updated 2023-03-28 14:39:00 UTC
Description The swagger-ui-dist package before 4.1.3 for Node.js could allow a remote attacker to hijack the clicking action of the victin
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Risk And Classification

Problem Types: CWE-1021

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Smartbear Swagger-ui-dist All All All All
Application Smartbear Swagger Ui All All All All
Reference Source Link Tags
User Interface (Ul) Misrepresentation of Critical Information in swagger-ui-dist | Snyk ~ MISC security.snyk.io

swagger-ui-dist - npm MISC Www.npmjs.com

February 2022 Node.js Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysit
A [l

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

378725 IBM WebSphere Application Server Liberty Spoofing Attack Vulnerability (6569505)
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