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Summary

CVE CVE-2021-46850

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-24 14:15:00 UTC

Updated 2023-08-08 14:22:00 UTC

Description myVesta Control Panel before 0.9.8-26-43 and Vesta Control Panel before 0.9.8-26 are vulnerable to command injection. An authenticated and remote administrative user can execute arbitrary commands via the v_sftp_license parameter when sending HTTP POST requests to the /edit/server endpoint.

Risk And Classification

Problem Types: CWE-88

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Vestacp Control Panel All All All All

Application Vestacp Vesta Control Panel All All All All

References

Reference

Checking licence format · myvesta/vesta@7991753 · GitHub

Release Version 0.9.8-26-43 · myvesta/vesta · GitHub

Checking licence format · serghey-rodin/vesta@a4e4542 · GitHub

Cisco Talos Intelligence Group - Comprehensive Threat Intelligence: Necro Python bot adds new exploits and Tezos mining to its bag of tricks

VestaCP 0.9.8 - 'v_sftp_licence' Command Injection - Multiple webapps Exploit

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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