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Summary

CVE CVE-2021-46872

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-13 06:15:00 UTC

Updated 2023-01-23 20:19:00 UTC

Description An issue was discovered in Nim before 1.6.2. The RST module of the Nim language stdlib, as used in NimForum and other products, permits the javascript: URI scheme and thus can lead to XSS in some applications. (Nim versions 1.6.2 and later are fixed; there may be backports of the fix to some earlier versions. NimForum 2.2.0 is fixed.)

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nim-lang Nim All All All All

Application Nim-lang Nimforum All All All All

References

Reference Source Link

Nim forum MISC forum.nim-lang.org

Comparing v1.6.0...v1.6.2 · nim-lang/Nim · GitHub MISC github.com

fixes a possible 'javascript:' protocol exploit [backport:1.0] by Araq · Pull Request #19134 · nim-lang/Nim · GitHub MISC github.com

GitHub - nim-lang/nimforum: Lightweight alternative to Discourse written in Nim MISC github.com

fixes a possible 'javascript:' protocol exploit [backport:1.0] (#19134) · nim-lang/Nim@4627512 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

183036 Debian Security Update for nim (CVE-2021-46872)
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