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Certain versions of Django Grappelli from Vonautomatisch contain the
following vulnerability:

views/switch.py in django-grappelli (aka Django Grappelli) before
2.15.2 attempts to prevent external redirection with startswith("/") but
this does not consider a protocol-relative URL (e.g., //example.com)
attack.

CVSS3 Score: 6.1 - MEDIUM
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CHANGED LOW LOW NONE

CVE References

Description Tags Link

Comparing 2.15.1...2.15.2 · sehmaschine/django-
grappelli · GitHub

github.com

text/html

 MISC github.com/sehmaschine/django-
grappelli/compare/2.15.1...2.15.2

Update switch.py by ksg97031 · Pull Request #976 ·
sehmaschine/django-grappelli · GitHub

github.com

text/html

 MISC github.com/sehmaschine/django-grappelli/pull/976

Update switch.py · sehmaschine/django-
grappelli@4ca94bc · GitHub

github.com

text/html

 MISC github.com/sehmaschine/django-
grappelli/commit/4ca94bcda0fa2720594506853d85e00c8212968f

Open redirect · Issue #975 · sehmaschine/django-
grappelli · GitHub

github.com

text/html

 MISC github.com/sehmaschine/django-grappelli/issues/975

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

CVE-2021-46898 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as MEDIUM  severity.
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comment@cve.report.

Related QID Numbers

995701 Python (Pip) Security Update for django-grappelli (GHSA-9x43-5qcq-h79q)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Vonautomatisch Django Grappelli All All All All

No vendor comments have been submitted for this CVE
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