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CVE-2021-47946

PUBLISHED

VulnCheck

CVE Program / NVD first with legacy fallback

2026-05-10 13:16:31 UTC

2026-05-12 14:24:15 UTC

OpenCart 3.0.3.6 contains a cross-site request forgery vulnerability in the /account/edit endpoint that allows unauthenticate:

|

Risk And Classification |

/

Version Source Type Score Severity
4.0 disclosure@vulncheck.com Secondary 6.9 MEDIUM
4.0 CNA CVSS 6.9 MEDIUM
3.1 disclosure@vulncheck.com Secondary 5.3 MEDIUM
3.1 CNA CVSS 5.3 MEDIUM

Primary CVSS: v4.0 6.9 MEDIUM from disclosure@vulncheck.com

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:IN/VC:N/VI:.L/VA:N/SC:L/SI:L/SA:L/E:X/CR:X/IR:X/AR:X/MAV :X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MV X XIMVA:X/MSC:X/MSIXIMSA:X/S :X/AU:X/R:X/V X/RE:X/U:X

EPSS: 0.000290000 probability, percentile 0.084520000 (date 2026-05-12)
Problem Types: CWE-352 | CWE-352 Cross-Site Request Forgery (CSRF)

Vector

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:N/VI:L/VA:N/SC:L/SI:L/SA

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:N/VI:L/VA:N/SC:L/SI:L/SA

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N

CVSS v4.0 Breakdown

\ttack Vector

\ttack Complexity

\ttack Requirements

’rivileges Required


https://cve.report/
https://cve.report/CVE-2021-47946/mitre
https://cve.report/CVE-2021-47946/nist
https://cve.report/CVE-2021-47946/cve_org
https://cve.report/api/cve/CVE-2021-47946.json
https://cve.report/CVE-2021-47946.pdf
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CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:IN/VC:N/VI:L/VA:N/SC:L/SI:L/SA:L/E:X/CR:X/IR:X/AR:X/MAV :X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVIX/MVA:X/MSC:X/MSIX/MSA:X/S X/AU:X/R:X/V:X/RE:X/U:X
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CVSS v3.1 Breakdown
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CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:.L/A:N
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Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Opencart OpenCart affected 3.0.3.6 Not specified

References


http://cve.report/vendor/Opencart
http://cve.report/software/Opencart/OpenCart

Reference Source
www.exploit-db.com/exploits/49407 disclosure@vulncheck.com
www.opencart.com/index.php disclosure@vulncheck.com

www.vulncheck.com/advisories/opencart-account-takeover-via-cross-site-request-f...  disclosure@vulncheck.com

www.opencart.com disclosure@vulncheck.com
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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Link T
www.exploit-db.com
www.opencart.com
www.vulncheck.com
www.opencart.com
WWW.Cve.org Ci

nvd.nist.gov Ci

Vendor Comments And Credit

Discovery Credit
CNA: Mahendra Purbia {Mah3Sec} (en)

There are currently no legacy QID mappings associated with this CVE.
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https://www.exploit-db.com/exploits/49407
https://www.opencart.com/index.php?route=cms/download
https://www.vulncheck.com/advisories/opencart-account-takeover-via-cross-site-request-forgery
https://www.opencart.com
https://www.cve.org/CVERecord?id=CVE-2021-47946
https://nvd.nist.gov/vuln/detail/CVE-2021-47946
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
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