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CVE CVE-2022-0084
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-26 18:15:00 UTC
Updated 2022-09-01 15:34:00 UTC
Description A flaw was found in XNIO, specifically in the notifyReadClosed method. The issue revealed this method was logging a mes:
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Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Integration Camel K - All All All

Application Redhat Integration Camel Quarkus - All All All

Application Redhat Single Sign-on 7.0 All All All

Application Redhat Xnio All All All All
References

Reference Source

2064226 — (CVE-2022-0084) CVE-2022-0084 xnio: org.xnio.StreamConnection.notifyReadClosed log to debug instead of stderr  MISC

Merge pull request #291 from OrangeDog/patch-1 - xnio/xnio@fdefb3b - GitHub MISC
Red Hat Customer Portal - Access to 24x7 support and knowledge MISC
Fix CVE-2022-0084 by OrangeDog - Pull Request #291 - xnio/xnio - GitHub MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2022-0084/mitre
https://cve.report/CVE-2022-0084/nist
https://cve.report/CVE-2022-0084/cve_org
https://cve.report/CVE-2022-0084.pdf
http://cve.report/vendor/redhat
http://cve.report/software/redhat/integration_camel_k
http://cve.report/vendor/redhat
http://cve.report/software/redhat/integration_camel_quarkus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/single_sign-on
http://cve.report/vendor/redhat
http://cve.report/software/redhat/xnio
https://bugzilla.redhat.com/show_bug.cgi?id=2064226
https://github.com/xnio/xnio/commit/fdefb3b8b715d33387cadc4d48991fb1989b0c12
https://access.redhat.com/security/cve/CVE-2022-0084
https://github.com/xnio/xnio/pull/291
https://www.cve.org/CVERecord?id=CVE-2022-0084
https://nvd.nist.gov/vuln/detail/CVE-2022-0084

183743 Debian Security Update for jboss-xnio (CVE-2022-0084)
240458 Red Hat Update for JBoss Enterprise Application Platform 7.4.5 on RHEL 7 (RHSA-2022:4918)

240459 Red Hat Update for JBoss Enterprise Application Platform 7.4.5 on RHEL 8 (RHSA-2022:4919)
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