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vim is vulnerable to Out-of-bounds Read

Risk And Classification

Problem Types: CWE-125
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Operating System Apple Mac Os X 10.15.7 security_update_2021-002 All All

Operating System Apple Mac Os X 10.15.7 security_update_2021-003 All All

Operating System Apple Mac Os X 10.15.7 security_update_2021-004 All All

Operating System Apple Mac Os X 10.15.7 security_update_2021-005 All All

Operating System Apple Mac Os X 10.15.7 security_update_2021-006 All All

Operating System Apple Mac Os X 10.15.7 security_update_2021-007 All All

Operating System Apple Mac Os X 10.15.7 security_update_2021-008 All All

Operating System Apple Mac Os X 10.15.7 security_update_2022-001 All All

Operating System Apple Mac Os X 10.15.7 security_update_2022-002 All All

Operating System Apple Mac Os X 10.15.7 security_update_2022-003 All All

Application Vim Vim All All All All

Reference Source Link Tags

About the security content of macOS Big Sur 11.6.6 - Apple Support CONFIRM  support.apple.com

oss-security - Re: 3 new CVE's in vim MLIST www.openwall.com

Full Disclosure: APPLE-SA-2022-03-14-4 macOS Monterey 12.3 FULLDISC seclists.org

Vim, gVim: Multiple Vulnerabilities (GLSA 202208-32) — Gentoo security GENTOO  security.gentoo.org

patch 8.2.4009: reading one byte beyond the end of the line - vim/vim@d3a1178 - GitHub MISC github.com

Out-of-bounds Read vulnerability found in vim CONFIRM  huntr.dev

Full Disclosure: APPLE-SA-2022-05-16-3 macOS Big Sur 11.6.6 FULLDISC seclists.org

About the security content of Security Update 2022-005 Catalina - Apple Support CONFIRM  support.apple.com

About the security content of macOS Monterey 12.3 - Apple Support (PH) CONFIRM  support.apple.com

Full Disclosure: APPLE-SA-2022-07-20-4 Security Update 2022-005 Catalina FULLDISC seclists.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, anz
4]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings |

184653 Debian Security Update for vim (CVE-2022-0128)
199444 Ubuntu Security Notification for Vim Vulnerabilities (USN-6195-1)
282322 Fedora Security Update for vim (FEDORA-2022-7e9e1ae1fb)

296063 Oracle Solaris 11.4 Support Repository Update (SRU) 45.119.2 Missing (CPUAPR2022)

354382 Amazon Linux Security Advisory for vim : ALAS2022-2022-014
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https://nvd.nist.gov/vuln/detail/CVE-2022-0128
http://cve.report/qid/184653
http://cve.report/qid/199444
http://cve.report/qid/282322
http://cve.report/qid/296063
http://cve.report/qid/354382

354497 Amazon Linux Security Advisory for vim : ALAS2022-2022-155

354585 Amazon Linux Security Advisory for vim : ALAS-2022-155

355135 Amazon Linux Security Advisory for vim : ALAS2023-2023-098

376485 Apple MacOS Monterey 12.3 Not Installed (HT213183)

376608 Apple MacOS Big Sur 11.6.6 Not Installed (HT213256)

376739 Apple macOS Security Update 2022-005 Catalina (HT213343)

500730 Alpine Linux Security Update for vim

503065 Alpine Linux Security Update for vim

503333 Alpine Linux Security Update for vim

503407 Alpine Linux Security Update for vim

503496 Alpine Linux Security Update for vim

503523 Alpine Linux Security Update for vim

503571 Alpine Linux Security Update for vim

503608 Alpine Linux Security Update for vim

503639 Alpine Linux Security Update for vim

503658 Alpine Linux Security Update for vim

505951 Alpine Linux Security Update for vim

710607 Gentoo Linux Vim, gVim Multiple Vulnerabilities (GLSA 202208-32)

752246 SUSE Enterprise Linux Security Update for vim (SUSE-SU-2022:2102-1)

753066 SUSE Enterprise Linux Security Update for vim (SUSE-SU-2022:4619-1)

900506 Common Base Linux Mariner (CBL-Mariner) Security Update for vim (7117)

900866 Common Base Linux Mariner (CBL-Mariner) Security Update for vim (7127-1)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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