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Summary

CVE CVE-2022-0135

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-25 18:15:00 UTC

Updated 2023-02-03 19:05:00 UTC

Description An out-of-bounds write issue was found in the VirGL virtual OpenGL renderer (virglrenderer). This flaw allows a malicious guest to create a specially crafted virgil resource and then issue a VIRTGPU_EXECBUFFER ioctl, leading to a denial of service or possible code execution.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Application Virglrenderer Project Virglrenderer All All All All

References

Reference Source Link Tags

2037790 – (CVE-2022-0135) CVE-2022-0135 virglrenderer: out-of-bounds write in read_transfer_data() MISC bugzilla.redhat.com

[SECURITY] [DLA 3232-1] virglrenderer security update MLIST lists.debian.org

virglrenderer: Multiple vulnerabilities (GLSA 202210-05) — Gentoo security GENTOO security.gentoo.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181309 Debian Security Update for virglrenderer (DLA 3232-1)

181429 Debian Security Update for virglrenderer (CVE-2022-0135)
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181429 Debian Security Update for virglrenderer (CVE-2022-0135)

198682 Ubuntu Security Notification for virglrenderer Vulnerabilities (USN-5309-1)

502962 Alpine Linux Security Update for virglrenderer

505829 Alpine Linux Security Update for virglrenderer

710637 Gentoo Linux virglrenderer Multiple Vulnerabilities (GLSA 202210-05)

751715 SUSE Enterprise Linux Security Update for virglrenderer (SUSE-SU-2022:0478-1)

751718 SUSE Enterprise Linux Security Update for virglrenderer (SUSE-SU-2022:0479-1)

751753 OpenSUSE Security Update for virglrenderer (openSUSE-SU-2022:0479-1)

753478 SUSE Enterprise Linux Security Update for virglrenderer (SUSE-SU-2022:2395-1)

903880 Common Base Linux Mariner (CBL-Mariner) Security Update for virglrenderer (10724) (DEPRECATED)

903920 Common Base Linux Mariner (CBL-Mariner) Security Update for virglrenderer (10724-1)
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