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Summary

CVE CVE-2022-0136

State PUBLIC

Assigner cve@gitlab.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-28 19:15:00 UTC

Updated 2022-04-04 18:31:00 UTC

Description A vulnerability was discovered in GitLab versions 10.5 to 14.5.4, 14.6 to 14.6.4, and 14.7 to 14.7.1. GitLab was vulnerable to a blind SSRF attack through the Project Import feature.

Risk And Classification

Problem Types: CWE-918

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gitlab Gitlab All All All All

Application Gitlab Gitlab All All All All

Application Gitlab Gitlab All All All All

References

Reference Source Link Tags

2022/CVE-2022-0136.json · master · GitLab.org / cves · GitLab CONFIRM gitlab.com

HackerOne MISC hackerone.com

Not Found MISC gitlab.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Thanks [no1zy](https://hackerone.com/no1zy) for reporting this vulnerability
through our HackerOne bug bounty program.

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2022-0136/mitre
https://cve.report/CVE-2022-0136/nist
https://cve.report/CVE-2022-0136/cve_org
https://cve.report/CVE-2022-0136.pdf
http://cve.report/vendor/gitlab
http://cve.report/software/gitlab/gitlab
http://cve.report/vendor/gitlab
http://cve.report/software/gitlab/gitlab
http://cve.report/vendor/gitlab
http://cve.report/software/gitlab/gitlab
https://gitlab.com/gitlab-org/cves/-/blob/master/2022/CVE-2022-0136.json
https://hackerone.com/reports/560658
https://gitlab.com/gitlab-org/gitlab/-/issues/28561
https://www.cve.org/CVERecord?id=CVE-2022-0136
https://nvd.nist.gov/vuln/detail/CVE-2022-0136


Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

690787 Free Berkeley Software Distribution (FreeBSD) Security Update for gitlab (3507bfb3-85d5-11ec-8c9c-001b217b3468)

http://cve.report/qid/690787
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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