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Summary

CVE CVE-2022-0155

State PUBLIC

Assigner security@huntr.dev

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-10 20:15:00 UTC

Updated 2022-10-28 17:54:00 UTC

Description follow-redirects is vulnerable to Exposure of Private Personal Information to an Unauthorized Actor

Risk And Classification

Problem Types: CWE-359

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Follow-redirects Project Follow-redirects All All All All

Application Follow-redirects Project Follow-redirects All All All All

Application Siemens Sinec Ins All All All All

Application Siemens Sinec Ins 1.0 - All All

Application Siemens Sinec Ins 1.0 sp1 All All

References

Reference Source Link Tags

Drop Cookie header across domains. · follow-redirects/follow-redirects@8b347cb · GitHub MISC github.com

cert-portal.siemens.com/productcert/pdf/ssa-637483.pdf CONFIRM cert-portal.siemens.com

huntr – the Bug Bounty Platform for any GitHub repository CONFIRM huntr.dev

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2022-0155/mitre
https://cve.report/CVE-2022-0155/nist
https://cve.report/CVE-2022-0155/cve_org
https://cve.report/CVE-2022-0155.pdf
http://cve.report/vendor/follow-redirects_project
http://cve.report/software/follow-redirects_project/follow-redirects
http://cve.report/vendor/follow-redirects_project
http://cve.report/software/follow-redirects_project/follow-redirects
http://cve.report/vendor/siemens
http://cve.report/software/siemens/sinec_ins
http://cve.report/vendor/siemens
http://cve.report/software/siemens/sinec_ins
http://cve.report/vendor/siemens
http://cve.report/software/siemens/sinec_ins
https://github.com/follow-redirects/follow-redirects/commit/8b347cbcef7c7b72a6e9be20f5710c17d6163c22
https://cert-portal.siemens.com/productcert/pdf/ssa-637483.pdf
https://huntr.dev/bounties/fc524e4b-ebb6-427d-ab67-a64181020406
https://www.cve.org/CVERecord?id=CVE-2022-0155
https://nvd.nist.gov/vuln/detail/CVE-2022-0155
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CVE.report and Source URL Uptime Status status.cve.report

179195 Debian Security Update for node-follow-redirects (CVE-2022-0155)

754116 SUSE Enterprise Linux Security Update for SUSE Manager Client Tools (SUSE-SU-2023:2578-1)

755764 SUSE Enterprise Linux Security Update for SUSE Manager Client Tools (SUSE-SU-2024:0487-1)
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