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Summary

CVE CVE-2022-0164

State PUBLIC

Assigner contact@wpscan.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-21 11:15:00 UTC

Updated 2023-11-07 03:41:00 UTC

Description The Coming soon and Maintenance mode WordPress plugin before 3.5.3 does not have authorisation and CSRF checks in its coming_soon_send_mail AJAX action, allowing any authenticated users, with a role as low as subscriber to send arbitrary emails to all subscribed users

Risk And Classification

Problem Types: CWE-352 | CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wpdevart Coming Soon And Maintenance Mode All All All All

References

Reference Source

Coming soon and Maintenance mode < 3.6.7 - Subscriber+ Arbitrary Email Sending to Subscribed Users WordPress Security Vulnerability MISC

403 Forbidden CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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