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CVE CVE-2022-0173
State PUBLIC
Assigner security@huntr.dev

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-11 17:15:00 UTC
Updated 2023-11-07 03:41:00 UTC
Description radare2 is vulnerable to Out-of-bounds Read

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Operating System Fedoraproject Fedora 34 All
Operating System Fedoraproject Fedora 35 All
Application Radare Radare2 All All

Edition Language
All All
All All
All All
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Reference

[SECURITY] Fedora 34 Update: radare2-5.6.0-1.fc34 - package-announce - Fedora Mailing-Lists
Fix use-after-free in iobank rbtree usage ##io - radareorg/radare2@3789722 - GitHub
[SECURITY] Fedora 35 Update: radare2-5.6.0-1.fc35 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 35 Update: radare2-5.6.0-1.fc35 - package-announce - Fedora Mailing-Lists
huntr — the Bug Bounty Platform for any GitHub repository

[SECURITY] Fedora 34 Update: radare2-5.6.0-1.fc34 - package-announce - Fedora Mailing-Lists
CVE Program record

NVD vulnerability detail
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Source

FEDORA

MISC

FEDORA

CONFIRM

CVE.ORG

NVD

Link
lists.fedoraproject.org
github.com
lists.fedoraproject.org
lists.fedoraproject.org
huntr.dev
lists.fedoraproject.org
WwWw.cve.org

nvd.nist.gov
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No vendor comments have been submitted for this CVE.
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https://cve.report/
https://cve.report/CVE-2022-0173/mitre
https://cve.report/CVE-2022-0173/nist
https://cve.report/CVE-2022-0173/cve_org
https://cve.report/api/cve/CVE-2022-0173.json
https://cve.report/CVE-2022-0173.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/radare
http://cve.report/software/radare/radare2
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/SKGIB52R4XPCPNEW6GF56EHW7ST24IJU/
https://github.com/radareorg/radare2/commit/37897226a1a31f982bfefdc4aeefc2e50355c73c
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/IQIRJ72UALGMSWH6MYPVJQQLXFGZ23RS/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/IQIRJ72UALGMSWH6MYPVJQQLXFGZ23RS/
https://huntr.dev/bounties/727d8600-88bc-4dde-8dea-ee3d192600e5
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/SKGIB52R4XPCPNEW6GF56EHW7ST24IJU/
https://www.cve.org/CVERecord?id=CVE-2022-0173
https://nvd.nist.gov/vuln/detail/CVE-2022-0173
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282420 Fedora Security Update for radare2 (FEDORA-2022-3fc85cd09c)
282421 Fedora Security Update for radare2 (FEDORA-2022-ba3248e596)
503252 Alpine Linux Security Update for radare2

506225 Alpine Linux Security Update for radare2
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