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Summary

CVE CVE-2022-0354

State PUBLIC

Assigner psirt@lenovo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-22 21:15:00 UTC

Updated 2023-08-08 14:22:00 UTC

Description A vulnerability was reported in Lenovo System Update that could allow a local user with interactive system access the ability to execute code with elevated privileges only during the installation of a System Update package released before 2022-02-25 that displays a command prompt window.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Lenovo System Update All All All All

References

Reference Source Link Tags

Lenovo System Update Privilege Escalation Vulnerability - Lenovo Support US MISC support.lenovo.com

CVE-2022-0354: Local Privilege Escalation - infosec.tirol MISC www.infosec.tirol

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Lenovo thanks Daniel Feichter (@VirtualAllocEx) at Infosec Tirol for reporting this
issue.

Legacy QID Mappings

376718 Lenovo System Update Privilege Escalation Vulnerability (len-76673)

https://cve.report/
https://cve.report/CVE-2022-0354/mitre
https://cve.report/CVE-2022-0354/nist
https://cve.report/CVE-2022-0354/cve_org
https://cve.report/api/cve/CVE-2022-0354.json
https://cve.report/CVE-2022-0354.pdf
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/system_update
https://support.lenovo.com/us/en/product_security/LEN-76673
https://www.infosec.tirol/cve-2022-0354/
https://www.cve.org/CVERecord?id=CVE-2022-0354
https://nvd.nist.gov/vuln/detail/CVE-2022-0354
http://cve.report/qid/376718
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