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CVE CVE-2022-0358
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-29 15:15:00 UTC
Updated 2022-12-09 18:00:00 UTC
Description A flaw was found in the QEMU virtio-fs shared file system daemon (virtiofsd) implementation. This flaw is strictly related to (

/ |

1|

Risk And Classification

Problem Types: CWE-273

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Qemu Qemu All All All All
Operating System Redhat Enterprise Linux 8.0 All All All

References

Reference Source Lir
CVE-2022-0358 QEMU Vulnerability in NetApp Products | NetApp Product Security CONFIRM  set
virtiofsd: Drop membership of all supplementary groups (CVE-2022-0358) (449e8171) - Commits - QEMU / QEMU - GitLab  MISC gitl
2044863 — (CVE-2022-0358) CVE-2022-0358 QEMU: virtiofsd: potential privilege escalation via CVE-2018-13405 MISC bu
Red Hat Customer Portal - Access to 24x7 support and knowledge MISC ace
CVE Program record CVE.ORG ww
NVD vulnerability detail NVD nve

/ |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159713 Oracle Enterprise Linux Security Update for virt:ol and virt-devel:rhel (ELSA-2022-0886)

179273 Debian Security Update for aemu (DSA 5133-1)
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184085 Debian Security Update for gemu (CVE-2022-0358)

198683 Ubuntu Security Notification for QEMU Vulnerabilities (USN-5307-1)

198837 Ubuntu Security Notification for QEMU Vulnerabilities (USN-5489-1)

240119 Red Hat Update for virt:rhel and virt-devel:rhel (RHSA-2022:0759)

240150 Red Hat Update for virt:rhel and virt-devel:rhel (RHSA-2022:0886)

282383 Fedora Security Update for gemu (FEDORA-2022-3260c34473)

282444 Fedora Security Update for gemu (FEDORA-2022-5d0676b098)

354314 Amazon Linux Security Advisory for gemu : ALAS2022-2022-050

377397 Alibaba Cloud Linux Security Update for virt:rhel and virt-devel:rhel (ALINUX3-SA-2022:0022)

710604 Gentoo Linux QEMU Multiple Vulnerabilities (GLSA 202208-27)

751920 OpenSUSE Security Update for gemu (openSUSE-SU-2022:0930-1)

752009 SUSE Enterprise Linux Security Update for gemu (SUSE-SU-2022:0930-1)

903829 Common Base Linux Mariner (CBL-Mariner) Security Update for gemu (10763-1)

904795 Common Base Linux Mariner (CBL-Mariner) Security Update for gemu-kvm (10782)

905193 Common Base Linux Mariner (CBL-Mariner) Security Update for gemu-kvm (10782-1)

905889 Common Base Linux Mariner (CBL-Mariner) Security Update for gemu-kvm (10782-2)

940472 AlmaLinux Security Update for virt:rhel and virt-devel:rhel (ALSA-2022:0886)

960800 Rocky Linux Security Update for virt:rhel and virt-devel:rhel (RLSA-2022:0886)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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