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Summary

CVE CVE-2022-0427

State PUBLIC

Assigner cve@gitlab.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-28 19:15:00 UTC

Updated 2022-04-04 19:16:00 UTC

Description Missing sanitization of HTML attributes in Jupyter notebooks in all versions of GitLab CE/EE since version 14.5 allows an attacker to perform arbitrary HTTP POST requests on a user's behalf leading to potential account takeover

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gitlab Gitlab All All All All

Application Gitlab Gitlab All All All All

References

Reference Source

Arbitrary POST request as victim user from HTML injection in Jupyter notebooks (#347284) · Issues · GitLab.org / GitLab · GitLab MISC

HackerOne MISC

2022/CVE-2022-0427.json · master · GitLab.org / cves · GitLab CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Discovery Credit

LEGACY: Thanks [joaxcar](https://hackerone.com/joaxcar) for reporting this vulnerability
through our HackerOne bug bounty program

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2022-0427/mitre
https://cve.report/CVE-2022-0427/nist
https://cve.report/CVE-2022-0427/cve_org
https://cve.report/CVE-2022-0427.pdf
http://cve.report/vendor/gitlab
http://cve.report/software/gitlab/gitlab
http://cve.report/vendor/gitlab
http://cve.report/software/gitlab/gitlab
https://gitlab.com/gitlab-org/gitlab/-/issues/347284
https://hackerone.com/reports/1409788
https://gitlab.com/gitlab-org/cves/-/blob/master/2022/CVE-2022-0427.json
https://www.cve.org/CVERecord?id=CVE-2022-0427
https://nvd.nist.gov/vuln/detail/CVE-2022-0427
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