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Summary

CVE CVE-2022-0496

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-29 15:15:00 UTC

Updated 2022-09-01 20:33:00 UTC

Description A vulnerbiility was found in Openscad, where a DXF-format drawing with particular (not necessarily malformed!) properties may cause an out-of-bounds memory access when imported using import().

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openscad Openscad All All All All

References

Reference Source Link

add safety to line lookups in DXF import, fixes #4037 · openscad/openscad@770e323 · GitHub MISC github.com

2050695 – (CVE-2022-0496) CVE-2022-0496 openscad: Out-of-bounds memory access in DXF loader MISC bugzilla.redhat.com

Out-of-bounds memory access in DXF loader (path identification) · Issue #4037 · openscad/openscad · GitHub MISC github.com

CVE-2022-0496 Out-of-bounds memory access in DXF loader. · openscad/openscad@00a4692 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

182648 Debian Security Update for openscad (CVE-2022-0496)

282589 Fedora Security Update for openscad (FEDORA-2022-3012e64f8c)

282590 Fedora Security Update for openscad (FEDORA-2022-1961907229)
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https://cve.report/CVE-2022-0496/mitre
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https://bugzilla.redhat.com/show_bug.cgi?id=2050695
https://github.com/openscad/openscad/issues/4037
https://github.com/openscad/openscad/commit/00a4692989c4e2f191525f73f24ad8727bacdf41
https://www.cve.org/CVERecord?id=CVE-2022-0496
https://nvd.nist.gov/vuln/detail/CVE-2022-0496
http://cve.report/qid/182648
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