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CVE CVE-2022-0497
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-29 15:15:00 UTC
Updated 2022-09-01 20:34:00 UTC
Description A vulnerbiility was found in Openscad, where a .scad file with no trailing newline could cause an out-of-bounds read during
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Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openscad Openscad All All All All

Reference Source L
Out-of-bounds memory access in comment parser (file without trailing newline) - Issue #4043 - openscad/openscad - GitHub ~ MISC g
Add file bounds check to comment parser, issue #4043 by eldstal - Pull Request #4044 - openscad/openscad - GitHub MISC g
2050699 — (CVE-2022-0497) CVE-2022-0497 openscad: Out-of-bounds memory access in comment parser MISC b
CVE Program record CVE.ORG w
NVD vulnerability detail NVD n
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181966 Debian Security Update for openscad (CVE-2022-0497)
282589 Fedora Security Update for openscad (FEDORA-2022-3012e64f8c)

282590 Fedora Security Update for openscad (FEDORA-2022-1961907229)
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