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CVE CVE-2022-0529
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-09 23:15:00 UTC
Updated 2023-11-09 20:55:00 UTC
Description A flaw was found in Unzip. The vulnerability occurs during the conversion of a wide string to a local string that leads to a he
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 11.0 All All All

Operating System Fedoraproject Fedora 35 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Application Unzip Project Unzip 6.0 All All All

Reference So
GitHub - ByteHackr/unzip_poc: CVE-2022-0529 & CVE-2022-0530 MI¢
UnZip: Multiple Vulnerabilities (GLSA 202310-17) — Gentoo security MI¢

2051402 — (CVE-2022-0529) CVE-2022-0529 unzip: Heap out-of-bound writes and reads during conversion of wide string to local string ~ MI¢

Debian -- Security Information -- DSA-5202-1 unzip DE
[SECURITY] [DLA 3118-1] unzip security update ML
2051395 — (CVE-2022-0530) CVE-2022-0530 unzip: SIGSEGV during the conversion of an utf-8 string to a local string MI¢
CVE Program record CcvV
NVD vulnerability detail NV
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https://cve.report/
https://cve.report/CVE-2022-0529/mitre
https://cve.report/CVE-2022-0529/nist
https://cve.report/CVE-2022-0529/cve_org
https://cve.report/CVE-2022-0529.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/unzip_project
http://cve.report/software/unzip_project/unzip
https://github.com/ByteHackr/unzip_poc
https://security.gentoo.org/glsa/202310-17
https://bugzilla.redhat.com/show_bug.cgi?id=2051402
https://www.debian.org/security/2022/dsa-5202
https://lists.debian.org/debian-lts-announce/2022/09/msg00028.html
https://bugzilla.redhat.com/show_bug.cgi?id=2051395
https://www.cve.org/CVERecord?id=CVE-2022-0529
https://nvd.nist.gov/vuln/detail/CVE-2022-0529

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

180923 Debian Security Update for unzip (DSA 5202-1)

181070 Debian Security Update for unzip (DLA 3118-1)

182933 Debian Security Update for unzip (CVE-2022-0529)

198984 Ubuntu Security Notification for unzip Vulnerabilities (USN-5673-1)
354477 Amazon Linux Security Advisory for unzip : ALAS2022-2022-221

354574 Amazon Linux Security Advisory for unzip : ALAS-2022-221

354660 Amazon Linux Security Advisory for unzip : ALAS2-2023-1906

355191 Amazon Linux Security Advisory for unzip : ALAS2023-2023-029

502799 Alpine Linux Security Update for unzip

671636 EulerOS Security Update for unzip (EulerOS-SA-2022-1653)

671637 EulerOS Security Update for unzip (EulerOS-SA-2022-1667)

671721 EulerOS Security Update for unzip (EulerOS-SA-2022-1768)

671799 EulerOS Security Update for unzip (EulerOS-SA-2022-1854)

671824 EulerOS Security Update for unzip (EulerOS-SA-2022-1878)

671827 EulerOS Security Update for unzip (EulerOS-SA-2022-1917)

710777 Gentoo Linux UnZip Multiple Vulnerabilities (GLSA 202310-17)

752613 SUSE Enterprise Linux Security Update for unzip (SUSE-SU-2022:3386-1)
752621 SUSE Enterprise Linux Security Update for unzip (SUSE-SU-2022:3399-1)
900677 Common Base Linux Mariner (CBL-Mariner) Security Update for unzip (8544)

901048 Common Base Linux Mariner (CBL-Mariner) Security Update for unzip (8532)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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