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CVE CVE-2022-0538
State PUBLIC
Assigner jenkinsci-cert@googlegroups.com

Source Priority CVE Program / NVD first with legacy fallback

/

Risk And Classification

Published 2022-02-09 14:15:00 UTC
Updated 2023-11-30 19:15:00 UTC
Description Jenkins 2.333 and earlier, LTS 2.319.2 and earlier defines custom XStream converters that have not been updated to apply

1|

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Application Jenkins Jenkins All
Application Jenkins Jenkins All

Update Edition Language
All All All
All All All

References

Reference Source
Jenkins Security Advisory 2022-02-09 CONFIRM
oss-security - Vulnerability in Jenkins MLIST
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Link Tags
www.jenkins.io

www.openwall.com

www.cve.org canonical

nvd.nist.gov canonical, analysis

Legacy QID Mappings

501023 Alpine Linux Security Update for jenkins

690790 Free Berkeley Software Distribution (FreeBSD) Security Update for jenkins (ObOad196-1ee8-4a98-89b1-4d5d82af49a9)

730360 Jenkins Denial of Service (DoS) Vulnerability (Jenkins Security Advisory 2022-02-09)
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