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CVE CVE-2022-0566
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-22 20:15:00 UTC
Updated 2022-12-29 18:15:00 UTC
Description It may be possible for an attacker to craft an email message that causes Thunderbird to perform an out-of-bounds write of ¢

/ |

1|

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Thunderbird All All All All

Reference Source Link Tags

Security Vulnerabilities fixed in Thunderbird 91.6.1 — Mozilla MISC www.mozilla.org

Access Denied MISC bugzilla.mozilla.org

CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159705 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2022-0845)
159706 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2022-0850)
179092 Debian Security Update for thunderbird (DSA 5086-1)

179097 Debian Security Update for thunderbird (DLA 2930-1)
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183547 Debian Security Update for thunderbird (CVE-2022-0566)

198711 Ubuntu Security Notification for Thunderbird Vulnerabilities (USN-5345-1)

240141 Red Hat Update for thunderbird (RHSA-2022:0853)

240142 Red Hat Update for thunderbird (RHSA-2022:0845)

240143 Red Hat Update for thunderbird (RHSA-2022:0843)

240145 Red Hat Update for thunderbird (RHSA-2022:0850)

240433 Red Hat Update for thunderbird (RHSA-2022:0847)

257164 CentOS Security Update for thunderbird (CESA-2022:0850)

296057 Oracle Solaris 11.4 Support Repository Update (SRU) 44.113.4 Missing (bulletinapr2022)

353262 Amazon Linux Security Advisory for thunderbird : ALAS2-2022-1779

376420 Mozilla Thunderbird Multiple Vulnerabilities (MFSA2022-07)

502386 Alpine Linux Security Update for thunderbird

505453 Alpine Linux Security Update for thunderbird

710585 Gentoo Linux Mozilla Thunderbird Multiple Vulnerabilities (GLSA 202208-14)

751758 OpenSUSE Security Update for MozillaThunderbird (openSUSE-SU-2022:0559-1)

940465 AlmaLinux Security Update for thunderbird (ALSA-2022:0845)

960832 Rocky Linux Security Update for thunderbird (RLSA-2022:0845)
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