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Summary

CVE CVE-2022-0567

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-20 16:15:00 UTC

Updated 2022-05-04 16:37:00 UTC

Description A flaw was found in ovn-kubernetes. This flaw allows a system administrator or privileged attacker to create an egress network policy that bypasses existing ingress policies of other pods in a cluster, allowing network traffic to access pods that should not be reachable. This issue results in information disclosure and other attacks on other pods that should not be reachable.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ovn Ovn-kubernetes All All All All

References

Reference

2053326 – (CVE-2022-0567) CVE-2022-0567 ovn-kubernetes: Ingress network policy can be overruled by egress network policy on another pod

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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