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CVE CVE-2022-0667

State PUBLIC

Assigner security-officer@isc.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-22 12:15:00 UTC

Updated 2023-11-09 14:44:00 UTC

Description When the vulnerability is triggered the BIND process will exit. BIND 9.18.0

Risk And Classification

Problem Types: CWE-617

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Isc Bind 9.18.0 All All All
Hardware Netapp  Baseboard Management Controller H300e - All All All
Operating System Netapp  Baseboard Management Controller H300e Firmware - All All All
Hardware Netapp  Baseboard Management Controller H300s - All All All
Operating System Netapp  Baseboard Management Controller H300s Firmware - All All All
Hardware Netapp  Baseboard Management Controller H410c - All All All
Operating System Netapp  Baseboard Management Controller H410c Firmware - All All All
Hardware Netapp  Baseboard Management Controller H410s - All All All
Operating System Netapp  Baseboard Management Controller H410s Firmware - All All All
Hardware Netapp  Baseboard Management Controller H500e - All All All
Operating System Netapp  Baseboard Management Controller H500e Firmware - All All All
Hardware Netapp  Baseboard Management Controller H500s - All All All
Operating System Netapp  Baseboard Management Controller H500s Firmware - All All All
Hardware Netapp  Baseboard Management Controller H700e - All All All
Operating System Netapp  Baseboard Management Controller H700e Firmware - All All All
Hardware Netapp  Baseboard Management Controller H700s - All All All
Operating System Netapp  Baseboard Management Controller H700s Firmware - All All All
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Hardware Netapp  H300e - All All All
Operating System Netapp  H300e Firmware - All All All
Hardware Netapp  H300s - All All All
Operating System Netapp  H300s Firmware - All All All
Hardware Netapp H410c - All All All
Operating System Netapp  H410c Firmware - All All All
Hardware Netapp H410s - All All All
Operating System Netapp  H410s Firmware - All All All
Hardware Netapp  H500e - All All All
Operating System Netapp  H500e Firmware - All All All
Hardware Netapp  H500s - All All All
Operating System Netapp  H500s Firmware - All All All
Hardware Netapp  H700e - All All All
Operating System Netapp  H700e Firmware - All All All
Hardware Netapp  H700s - All All All
Operating System Netapp  H700s Firmware - All All All
Reference Source Link Tags
CVE-2022-0667: Assertion failure on delayed DS lookup - Security Advisories CONFIRM  kb.isc.org

March 2022 ISC BIND Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
Kl 0]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

15131 ISC BIND Multiple Vulnerabilities

182552 Debian Security Update for bind9 (CVE-2022-0667)
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