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A flaw was found in Openstack manilla owning a Ceph File system "share", which enables the owner to read/write any man

Risk And Classification

1|

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ceph Ceph All All All All
Operating System Fedoraproject Fedora 35 All All All
Operating System Fedoraproject Fedora 36 All All All
Application Linuxfoundation Ceph All All All All
Application Redhat Ceph Storage All All All All
Application Redhat Cluster Suite All All All All

References |
Reference Source Link Tags
[SECURITY] Fedora 36 Update: ceph-16.2.10-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
Ceph.io — v17.2.2 Quincy released MISC ceph.io
[SECURITY] Fedora 35 Update: ceph-16.2.10-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
[SECURITY] Fedora 35 Update: ceph-16.2.10-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
[SECURITY] Fedora 36 Update: ceph-16.2.10-1.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
CVE Program record CVE.ORG www.cve.org cano
NVD vulnerability detail NVD nvd.nist.gov cano
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https://cve.report/
https://cve.report/CVE-2022-0670/mitre
https://cve.report/CVE-2022-0670/nist
https://cve.report/CVE-2022-0670/cve_org
https://cve.report/CVE-2022-0670.pdf
http://cve.report/vendor/ceph
http://cve.report/software/ceph/ceph
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/ceph
http://cve.report/vendor/redhat
http://cve.report/software/redhat/ceph_storage
http://cve.report/vendor/redhat
http://cve.report/software/redhat/cluster_suite
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/5O3XMDFZWA2FWU6GAYOVSFJPOUTXN42N/
https://ceph.io/en/news/blog/2022/v17-2-2-quincy-released/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/TIRTTRG5O4YP2TNGDCDOHIHP2DM3DFBT/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/TIRTTRG5O4YP2TNGDCDOHIHP2DM3DFBT/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/5O3XMDFZWA2FWU6GAYOVSFJPOUTXN42N/
https://www.cve.org/CVERecord?id=CVE-2022-0670
https://nvd.nist.gov/vuln/detail/CVE-2022-0670

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

183994 Debian Security Update for ceph (CVE-2022-0670)

199326 Ubuntu Security Notification for Ceph Vulnerabilities (USN-6063-1)

240601 Red Hat Update for red hat ceph storage security (RHSA-2022:5997)

282972 Fedora Security Update for ceph (FEDORA-2022-67e0522b94)

283004 Fedora Security Update for ceph (FEDORA-2022-6d129f14f2)

502478 Alpine Linux Security Update for ceph

502827 Alpine Linux Security Update for ceph16

505717 Alpine Linux Security Update for ceph16

753847 SUSE Enterprise Linux Security Update for ceph (SUSE-SU-2023:1580-1)
902596 Common Base Linux Mariner (CBL-Mariner) Security Update for ceph (10393)
902597 Common Base Linux Mariner (CBL-Mariner) Security Update for ceph (10387)
903820 Common Base Linux Mariner (CBL-Mariner) Security Update for ceph (10387-1)

903999 Common Base Linux Mariner (CBL-Mariner) Security Update for ceph (10393-1)
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