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CVE CVE-2022-0759
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-25 19:15:00 UTC
Updated 2022-04-07 19:13:00 UTC
Description A flaw was found in all versions of kubeclient up to (but not including) v4.9.3, the Ruby client for Kubernetes REST API, in t
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Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Kubeclient All All All All
Reference

“Config" ignores “insecure-skip-tls-verify" field - Issue #555 - ManagelQ/kubeclient - GitHub
VULNERABILITY: "Config™ defaults to "VERIFY_NONE" when kubeconfig doesn't specify custom CA - Issue #554 - ManagelQ/kubeclient - Gil
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

182715 Debian Security Update for ruby-kubeclient (CVE-2022-0759)
242347 Red Hat Update for Satellite 6.14 (RHSA-2023:6818)

961065 Rocky Linux Security Update for Satellite (RLSA-2023:6818)
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