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CVE CVE-2022-0843
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-22 20:15:00 UTC
Updated 2022-12-29 18:50:00 UTC
Description Mozilla developers Kershaw Chang, Ryan VanderMeulen, and Randell Jesup reported memory safety bugs present in Firef
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

Reference Source Link Tags

Bug List MISC bugzilla.mozilla.org

Security Vulnerabilities fixed in Firefox 98 — Mozilla MISC www.mozilla.org

CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

198696 Ubuntu Security Notification for Firefox Vulnerabilities (USN-5321-1)
198704 Ubuntu Security Notification for Firefox Vulnerabilities (USN-5321-2)
376458 Mozilla Firefox Multiple Vulnerabilities (MFSA2022-10)

502690 Alpine Linux Security Update for firefox



https://cve.report/
https://cve.report/CVE-2022-0843/mitre
https://cve.report/CVE-2022-0843/nist
https://cve.report/CVE-2022-0843/cve_org
https://cve.report/CVE-2022-0843.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
https://bugzilla.mozilla.org/buglist.cgi?bug_id=1746523%252C1749062%252C1749164%252C1749214%252C1749610%252C1750032%252C1752100%252C1752405%252C1753612%252C1754508
https://www.mozilla.org/security/advisories/mfsa2022-10/
https://www.cve.org/CVERecord?id=CVE-2022-0843
https://nvd.nist.gov/vuln/detail/CVE-2022-0843
http://cve.report/qid/198696
http://cve.report/qid/198704
http://cve.report/qid/376458
http://cve.report/qid/502690

504828 Alpine Linux Security Update for firefox

710582 Gentoo Linux Mozilla Firefox Multiple Vulnerabilities (GLSA 202208-08)
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