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CVE CVE-2022-0853
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-11 18:15:00 UTC
Updated 2022-03-18 13:51:00 UTC
Description A flaw was found in JBoss-client. The vulnerability occurs due to a memory leak on the JBoss client-side, when using User

/ |
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Risk And Classification

Problem Types: CWE-401

NVD Known Affected Configurations (CPE 2.3)

Type Vendor  Product Version Update Edition Language
Application Redhat Descision Manager 7.0 All All All
Application Redhat Jboss Enterprise Application Platform 7.0.0 All All All
Application Redhat Jboss Enterprise Application Platform Expansion Pack - All All All
Application Redhat Process Automation 7.0 All All All
Application Redhat Single Sign-on 7.0 All All All
Reference Source Link

GitHub - ByteHackr/CVE-2022-0853 MISC github.com
2060725 — (CVE-2022-0853) CVE-2022-0853 jboss-client: memory leakage in remote client transaction  MISC bugzilla.redhat.com
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

240458 Red Hat Update for JBoss Enterprise Application Platform 7.4.5 on RHEL 7 (RHSA-2022:4918)
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https://cve.report/CVE-2022-0853.pdf
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240459 Red Hat Update for JBoss Enterprise Application Platform 7.4.5 on RHEL 8 (RHSA-2022:4919)
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