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CVE CVE-2022-0860

State PUBLIC

Assigner security@huntr.dev

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-11 13:15:00 UTC

Updated 2023-11-07 03:41:00 UTC

Description Improper Authorization in GitHub repository cobbler/cobbler prior to 3.3.2.

Risk And Classification

Problem Types: CWE-285

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cobbler Project Cobbler All All All All

Operating System Fedoraproject Fedora 34 All All All

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

Reference Source Link Tac

[SECURITY] Fedora 34 Update: cobbler-3.2.2-11.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
[SECURITY] Fedora 36 Update: cobbler-3.3.2-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
[SECURITY] Fedora 34 Update: cobbler-3.2.2-11.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 35 Update: cobbler-3.2.2-9.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 36 Update: cobbler-3.3.2-1.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
Merge pull request from GHSA-mcg6-h362-cmq5 - cobbler/cobbler@9044aa9 - GitHub MISC github.com

huntr — Security Bounties for any GitHub repository CONFIRM  huntr.dev

[SECURITY] Fedora 35 Update: cobbler-3.2.2-9.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org can

NVD vulnerability detail NVD nvd.nist.gov can
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https://cve.report/
https://cve.report/CVE-2022-0860/mitre
https://cve.report/CVE-2022-0860/nist
https://cve.report/CVE-2022-0860/cve_org
https://cve.report/CVE-2022-0860.pdf
http://cve.report/vendor/cobbler_project
http://cve.report/software/cobbler_project/cobbler
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/IYSHMF6MEIITFAG7EJ3IQKVUN7MDV2XM/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/DYWYHWVVRUSPCV5SWBOSAMQJQLTSBTKY/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/IYSHMF6MEIITFAG7EJ3IQKVUN7MDV2XM/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/D4KCNZYBQC2FM5SEEDRQZO4LRZ4ZECMG/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/DYWYHWVVRUSPCV5SWBOSAMQJQLTSBTKY/
https://github.com/cobbler/cobbler/commit/9044aa990a94752fa5bd5a24051adde099280bfa
https://huntr.dev/bounties/c458b868-63df-414e-af10-47e3745caa1d
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/D4KCNZYBQC2FM5SEEDRQZO4LRZ4ZECMG/
https://www.cve.org/CVERecord?id=CVE-2022-0860
https://nvd.nist.gov/vuln/detail/CVE-2022-0860

No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

199906 Ubuntu Security Notification for Cobbler Vulnerabilities (USN-6475-1)
282542 Fedora Security Update for cobbler (FEDORA-2022-ad2b0ad61b)

282543 Fedora Security Update for cobbler (FEDORA-2022-445ec90e7c)

755845 SUSE Enterprise Linux Security Update for suse manager 4.2: server (SUSE-SU-2023:1831-1)
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