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Summary

CVE CVE-2022-0897

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-25 19:15:00 UTC

Updated 2024-04-01 13:16:00 UTC

Description A flaw was found in the libvirt nwfilter driver. The virNWFilterObjListNumOfNWFilters method failed to acquire the driver->nwfilters mutex before iterating over virNWFilterObj instances. There was no protection to stop another thread from concurrently modifying the driver->nwfilters object. This flaw allows a malicious, unprivileged user to exploit this issue via libvirt's API virConnectNumOfNWFilters to crash the network filter management daemon (libvirtd/virtnwfilterd).

Risk And Classification

Problem Types: CWE-667

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Netapp Ontap Select Deploy Administration Utility - All All All

Application Redhat Libvirt All All All All

References

Reference Source

[debian-lts-announce] 20240401 [SECURITY] [DLA 3778-1] libvirt security update

libvirt: Multiple Vulnerabilities (GLSA 202210-06) — Gentoo security GENTOO

nwfilter: fix crash when counting number of network filters (a4947e8f) · Commits · libvirt / libvirt · GitLab MISC

2063883 – (CVE-2022-0897) CVE-2022-0897 libvirt: missing locking in nwfilterConnectNumOfNWFilters can lead to denial of service MISC

CVE-2022-0897 Libvirt Vulnerability in NetApp Products | NetApp Product Security CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159869 Oracle Enterprise Linux Security Update for libvirt libvirt-python (ELSA-2022-9433)
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159880 Oracle Enterprise Linux Security Update for kvm_utils (ELSA-2022-9460)

160248 Oracle Enterprise Linux Security Update for virt:ol and virt-devel:ol (ELSA-2022-7472)

160281 Oracle Enterprise Linux Security Update for libvirt (ELSA-2022-8003)

184154 Debian Security Update for libvirt (CVE-2022-0897)

198763 Ubuntu Security Notification for libvirt Vulnerabilities (USN-5399-1)

199383 Ubuntu Security Notification for libvirt Vulnerabilities (USN-6126-1)

240837 Red Hat Update for virt:rhel and virt-devel:rhel security (RHSA-2022:7472)

240905 Red Hat Update for libvirt security (RHSA-2022:8003)

6000552 Debian Security Update for libvirt (DLA 3778-1)

710643 Gentoo Linux libvirt Multiple Vulnerabilities (GLSA 202210-06)

752105 SUSE Enterprise Linux Security Update for libvirt (SUSE-SU-2022:1540-1)

752107 SUSE Enterprise Linux Security Update for libvirt (SUSE-SU-2022:1549-1)

754151 SUSE Enterprise Linux Security Update for libvirt (SUSE-SU-2023:2754-1)

940828 AlmaLinux Security Update for libvirt (ALSA-2022:8003)

960170 Rocky Linux Security Update for virt:rhel and virt-devel:rhel (RLSA-2022:7472)

960643 Rocky Linux Security Update for libvirt (RLSA-2022:8003)
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