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Summary

CVE CVE-2022-0947

State PUBLIC

Assigner cybersecurity@ch.abb.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-10 19:15:00 UTC

Updated 2022-05-18 14:27:00 UTC

Description A vulnerability in ABB ARG600 Wireless Gateway series that could allow an attacker to exploit the vulnerability by remotely connecting to the serial port gateway, and/or protocol converter, depending on the configuration.

Risk And Classification

Problem Types: CWE-665

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Abb Arc600a2323na - All All All

Operating System Abb Arc600a2323na Firmware All All All All

Hardware Abb Arc600a2324na - All All All

Operating System Abb Arc600a2324na Firmware All All All All

Hardware Abb Arc600a2325na - All All All

Operating System Abb Arc600a2325na Firmware All All All All

Hardware Abb Arg600a1220na - All All All

Operating System Abb Arg600a1220na Firmware All All All All

Hardware Abb Arg600a1230na - All All All

Operating System Abb Arg600a1230na Firmware All All All All

Hardware Abb Arg600a1240na - All All All

Operating System Abb Arg600a1240na Firmware All All All All

Hardware Abb Arg600a1260na - All All All

Operating System Abb Arg600a1260na Firmware All All All All

Hardware Abb Arg600a2622na - All All All

Operating System Abb Arg600a2622na Firmware All All All All

Hardware Abb Arg600a2625na - All All All
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Hardware Abb Arg600a2625na - All All All

Operating System Abb Arg600a2625na Firmware All All All All

Hardware Abb Arp600a2200na - All All All

Operating System Abb Arp600a2200na Firmware All All All All

Hardware Abb Arp600a2220na - All All All

Operating System Abb Arp600a2220na Firmware All All All All

Hardware Abb Arp600a2250na - All All All

Operating System Abb Arp600a2250na Firmware All All All All

Hardware Abb Arp600a2260na - All All All

Operating System Abb Arp600a2260na Firmware All All All All

Hardware Abb Arp600a2560na - All All All

Operating System Abb Arp600a2560na Firmware All All All All

Hardware Abb Arp600a2651na - All All All

Operating System Abb Arp600a2651na Firmware All All All All

Hardware Abb Arr600a3201na - All All All

Operating System Abb Arr600a3201na Firmware All All All All

Hardware Abb Arr600a3202na - All All All

Operating System Abb Arr600a3202na Firmware All All All All

Hardware Abb Arr600a3221na - All All All

Operating System Abb Arr600a3221na Firmware All All All All

Hardware Abb Arr600a3222na - All All All

Operating System Abb Arr600a3222na Firmware All All All All

Hardware Abb Arr600a3251na - All All All

Operating System Abb Arr600a3251na Firmware All All All All

Hardware Abb Arr600a3252na - All All All

Operating System Abb Arr600a3252na Firmware All All All All

Hardware Abb Arr600a3261na - All All All

Operating System Abb Arr600a3261na Firmware All All All All

Hardware Abb Arr600a3262na - All All All

Operating System Abb Arr600a3262na Firmware All All All All

Hardware Abb Viola Systems Arctic - All All All

Operating System Abb Viola Systems Arctic Firmware All All All All

References

Reference Source Link Tags

search.abb.com/library/Download.aspx MISC search.abb.com

CVE Program record CVE.ORG www.cve.org canonical

http://cve.report/vendor/abb
http://cve.report/software/abb/arg600a2625na_firmware
http://cve.report/vendor/abb
http://cve.report/software/abb/arp600a2200na
http://cve.report/vendor/abb
http://cve.report/software/abb/arp600a2200na_firmware
http://cve.report/vendor/abb
http://cve.report/software/abb/arp600a2220na
http://cve.report/vendor/abb
http://cve.report/software/abb/arp600a2220na_firmware
http://cve.report/vendor/abb
http://cve.report/software/abb/arp600a2250na
http://cve.report/vendor/abb
http://cve.report/software/abb/arp600a2250na_firmware
http://cve.report/vendor/abb
http://cve.report/software/abb/arp600a2260na
http://cve.report/vendor/abb
http://cve.report/software/abb/arp600a2260na_firmware
http://cve.report/vendor/abb
http://cve.report/software/abb/arp600a2560na
http://cve.report/vendor/abb
http://cve.report/software/abb/arp600a2560na_firmware
http://cve.report/vendor/abb
http://cve.report/software/abb/arp600a2651na
http://cve.report/vendor/abb
http://cve.report/software/abb/arp600a2651na_firmware
http://cve.report/vendor/abb
http://cve.report/software/abb/arr600a3201na
http://cve.report/vendor/abb
http://cve.report/software/abb/arr600a3201na_firmware
http://cve.report/vendor/abb
http://cve.report/software/abb/arr600a3202na
http://cve.report/vendor/abb
http://cve.report/software/abb/arr600a3202na_firmware
http://cve.report/vendor/abb
http://cve.report/software/abb/arr600a3221na
http://cve.report/vendor/abb
http://cve.report/software/abb/arr600a3221na_firmware
http://cve.report/vendor/abb
http://cve.report/software/abb/arr600a3222na
http://cve.report/vendor/abb
http://cve.report/software/abb/arr600a3222na_firmware
http://cve.report/vendor/abb
http://cve.report/software/abb/arr600a3251na
http://cve.report/vendor/abb
http://cve.report/software/abb/arr600a3251na_firmware
http://cve.report/vendor/abb
http://cve.report/software/abb/arr600a3252na
http://cve.report/vendor/abb
http://cve.report/software/abb/arr600a3252na_firmware
http://cve.report/vendor/abb
http://cve.report/software/abb/arr600a3261na
http://cve.report/vendor/abb
http://cve.report/software/abb/arr600a3261na_firmware
http://cve.report/vendor/abb
http://cve.report/software/abb/arr600a3262na
http://cve.report/vendor/abb
http://cve.report/software/abb/arr600a3262na_firmware
http://cve.report/vendor/abb
http://cve.report/software/abb/viola_systems_arctic
http://cve.report/vendor/abb
http://cve.report/software/abb/viola_systems_arctic_firmware
https://search.abb.com/library/Download.aspx?DocumentID=2NGA001253&LanguageCode=en&DocumentPartId=&Action=Launch


CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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