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Summary

CVE CVE-2022-0984

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-29 17:15:00 UTC

Updated 2022-05-10 18:57:00 UTC

Description Users with the capability to configure badge criteria (teachers and managers by default) were able to configure course badges with profile field criteria, which should only be available for site badges.

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 34 All All All

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

Application Moodle Moodle All All All All

Operating System Redhat Enterprise Linux 7.0 All All All

References

Reference Source

2064118 – (CVE-2022-0984, MSA-22-0007) CVE-2022-0984 moodle: possible to reach the profile field badge criteria on a course page MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

282501 Fedora Security Update for moodle (FEDORA-2022-4801b2d09b)

282502 Fedora Security Update for moodle (FEDORA-2022-09abde662f)
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