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Summary

CVE CVE-2022-1003

State PUBLIC

Assigner responsibledisclosure@mattermost.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-18 18:15:00 UTC

Updated 2022-03-29 16:10:00 UTC

Description One of the API in Mattermost version 6.3.0 and earlier fails to properly protect the permissions, which allows the system administrators to combine the two distinct privileges/capabilities in a way that allows them to override certain restricted configurations like EnableUploads.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mattermost Mattermost All All All All

References

Reference Source Link Tags

Security Updates - Mattermost Open Source Collaboration Platform MISC mattermost.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Thanks to Rohitesh Gupta for contributing to this improvement under the
Mattermost responsible disclosure policy.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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