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Certain versions of Personal Dictionary from Ays-pro contain the
following vulnerability:

The Personal Dictionary WordPress plugin before 1.3.4 fails to properly
sanitize user supplied POST data before it is being interpolated in an
SQL statement and then executed, leading to a blind SQL injection
vulnerability.
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CVE References

Description Tags Link

Attention Required! | Cloudflare wpscan.com

text/html

Inactive Link Not Archived

 MISC wpscan.com/vulnerability/eed70659-9e3e-42a2-b427-56c52e0fbc0d

CVE-2022-1013 has been assigned by  contact@wpscan.com to track the vulnerability - currently rated as CRITICAL  severity.

Affected Vendor/Software:  Unknown - Personal Dictionary version < 1.3.4
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Inactive Link Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Ays-pro Personal Dictionary All All All All

Discovery Credit

cydave
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Source Title Posted (UTC)

 @cyllective CVE-2022-1013 ? for science! 2022-05-04
08:41:04

@Robo_Alerts
Potentially Critical CVE Detected! CVE-2022-1013 The Personal Dictionary WordPress plugin
before 1.3.4 fails to pro… twitter.com/i/web/status/1…

2022-05-09
17:56:02

 @LinInfoSec Wordpress - CVE-2022-1013: wpscan.com/vulnerability/… 2022-05-09
19:00:55

 @threatmeter CVE-2022-1013 The Personal Dictionary WordPress plugin before 1.3.4 fails to properly sanitize
user supplied POST d… twitter.com/i/web/status/1…

2022-05-10
07:09:45

@RemotelyAlerts
Severity: ??? | The Personal Dictionary WordPress plugin... | CVE-2022-1013 | Link for more:
alerts.remotelyrmm.com/CVE-2022-1013

2022-05-17
15:29:28

 /r/netcve CVE-2022-1013 2022-05-09
18:38:14
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