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CVE CVE-2022-1015
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 35 All All All
Operating System Linux Linux Kernel All All All All

Published 2022-04-29 16:15:00 UTC
Updated 2023-02-23 10:15:00 UTC
Description A flaw was found in the Linux kernel in linux/net/neffilter/nf_tables_api.c of the netfilter subsystem. This flaw allows a local L
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References
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Reference Source
How The Tables Have Turned: An analysis of two new Linux vulnerabilities in nf_tables - David's Blog MISC
oss-security - Re: CVE-2023-0179: Linux kernel stack buffer overflow in nftables: PoC and writeup MLIST
oss-sec: Linux kernel: CVE-2022-1015,CVE-2022-1016 in nf_tables cause privilege escalation, information leak MISC
oss-security - CVE-2023-0179: Linux kernel stack buffer overflow in nftables: PoC and writeup MLIST
oss-security - Re: Linux kernel: CVE-2022-1015,CVE-2022-1016 in nf_tables cause privilege escalation, information leak ~ MLIST
Kernel Live Patch Security Notice LSN-0090-1 =~ Packet Storm MISC
2065323 — (CVE-2022-1015) CVE-2022-1015 kernel: arbitrary code execution in linux/net/netfilter/nf_tables_api.c MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

184096 Debian Security Update for linux (CVE-2022-1015)

198745 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5383-1)
198747 Ubuntu Security Notification for Linux kernel (OEM) Vulnerabilities (USN-5381-1)
198767 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5390-1)
198770 Ubuntu Security Notification for Linux kernel (Raspberry Pi) Vulnerabilities (USN-5390-2)
353211 Amazon Linux Security Advisory for kernel : ALAS-2022-1577

353212 Amazon Linux Security Advisory for kernel : ALAS2-2022-1768

353213 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.4-2022-024
353214 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.10-2022-012
353964 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.15-2022-001
354327 Amazon Linux Security Advisory for kernel : ALAS2022-2022-083

354468 Amazon Linux Security Advisory for kernel : ALAS2022-2022-185

354499 Amazon Linux Security Advisory for kernel : ALAS2022-2022-042

354542 Amazon Linux Security Advisory for kernel : ALAS-2022-185

355199 Amazon Linux Security Advisory for kernel : ALAS2023-2023-070

355565 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.15-2023-023
6140235 AWS Bottlerocket Security Update for kernel (GHSA-f9r3-8pgj-g2h5)

673393 EulerOS Security Update for kernel (EulerOS-SA-2023-2647)

674113 EulerOS Security Update for kernel (EulerOS-SA-2023-2689)

901300 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (9650)
901490 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (9643)
902024 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (9650-1)
902093 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (9643-1)
906077 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (9650-2)

906409 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (9643-2)
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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