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Summary

CVE CVE-2022-1018

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-01 23:15:00 UTC

Updated 2022-04-12 16:08:00 UTC

Description When opening a malicious solution file provided by an attacker, the application suffers from an XML external entity vulnerability due to an unsafe call within a dynamic link library file. An attacker could exploit this to pass data from local files to a remote web server, leading to a loss of confidentiality.

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rockwellautomation Connected Components Workbench All All All All

Application Rockwellautomation Isagraf All All All All

Operating System Rockwellautomation Safety Instrumented Systems Workstation All All All All

References

Reference Source Link Tags

Rockwell Automation ISaGRAF | CISA MISC www.cisa.gov

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: kimiya of Trend Micro’s Zero Day Initiative reported this vulnerability to CISA.

Legacy QID Mappings

591060 Rockwell Automation ISaGRAF, CCW, SIS Workstation Vulnerability (ICSA-22-088-01) (PN1588)

591142 Rockwell Automation ISaGRAF Multiple Vulnerabilities (SEP-SA-2022-0001)
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