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cwssanammcLrrLumsuckan Gertain versions of Argo—cd from Linuxfoundation contain the foIIowing
: vulnerability:

All unpatched versions of Argo CD starting with v1.0.0 are vulnerable
to an improper access control bug, allowing a malicious user to
potentially escalate their privileges to admin-level.

PR

CVE-2022-1025 has been assigned by & secalert@redhat.com to track the vulnerability - currently rated as m severity.

CVSS3 Score: 8.8-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 9-HIGH

Access Access Authentication
Vector Complexity

Low

Confidentiality Integrity Availability
Impact Impact Impact
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Improper access control allows admin privilege escalation - Advisory -

argoproj/argo-cd - GitHub

2064682 — (CVE-2022-1025) CVE-2022-1025 Openshift-Gitops: Improper
access control allows admin privilege escalation

comment@cve.report.

There are currently no QIDs associated with this CVE
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

Type
Application
Application

Application

Vendor Product
Linuxfoundation Argo-cd
Linuxfoundation Argo-cd
Linuxfoundation Argo-cd

No vendor comments have been submitted for this CVE

Social Mentions

Source

@antitree

@AmitaiCo

X

@ipssignatures

Title
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@eyenx 2022 is a nightmare of a year CVE-2022-1025 #ArgoCD github.com/argoproj/argo-...

@csantanapr PSA: Time to patch your argocd today CVE-2022-1025 github.com/argoproj/argo-... argocd users
make sure to update, high... twitter.com/i/web/status/1...

@snyksec FYI - We've just updated this document to reflect newer upgrade versions in response to
@ericsmalling the recently announced CVE-2022-1025

@oldmanuk  @bboreham Nobody was accounting on CVE-2022-1025 shipping though
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