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Summary

CVE CVE-2022-1049

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-25 19:15:00 UTC

Updated 2023-12-14 21:40:00 UTC

Description A flaw was found in the Pacemaker configuration tool (pcs). The pcs daemon was allowing expired accounts, and accounts with expired passwords to login when using PAM authentication. Therefore, unprivileged expired accounts that have been denied access could still login.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Clusterlabs Pcs All All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 11.0 All All All

References

Reference Source Link Tags

Debian -- Security Information -- DSA-5226-1 pcs DEBIAN www.debian.org

Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com

[SECURITY] [DLA 3108-1] pcs security update MLIST lists.debian.org

Improper Authorization vulnerability found in pcs MISC huntr.dev

Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com

Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com

2066629 – (CVE-2022-1049) CVE-2022-1049 pcs: improper authentication via PAM MISC bugzilla.redhat.com

Improper Authorization vulnerability found in pcs MISC huntr.dev

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

https://cve.report/
https://cve.report/CVE-2022-1049/mitre
https://cve.report/CVE-2022-1049/nist
https://cve.report/CVE-2022-1049/cve_org
https://cve.report/api/cve/CVE-2022-1049.json
https://cve.report/CVE-2022-1049.pdf
http://cve.report/vendor/clusterlabs
http://cve.report/software/clusterlabs/pcs
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
https://www.debian.org/security/2022/dsa-5226
https://access.redhat.com/security/cve/CVE-2022-1049
https://lists.debian.org/debian-lts-announce/2022/09/msg00017.html
https://huntr.dev/bounties/7aa921fc-a568-4fd8-96f4-7cd826246aa5/
https://access.redhat.com/errata/RHSA-2022:7935
https://access.redhat.com/errata/RHSA-2022:7447
https://bugzilla.redhat.com/show_bug.cgi?id=2066629
https://huntr.dev/bounties/7aa921fc-a568-4fd8-96f4-7cd826246aa5
https://www.cve.org/CVERecord?id=CVE-2022-1049
https://nvd.nist.gov/vuln/detail/CVE-2022-1049


No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

160316 Oracle Enterprise Linux Security Update for pcs (ELSA-2022-10007)

160336 Oracle Enterprise Linux Security Update for pcs (ELSA-2022-10031)

180998 Debian Security Update for pcs (DSA 5226-1)

181054 Debian Security Update for pcs (DLA 3108-1)

184986 Debian Security Update for pcs (CVE-2022-1049)

240832 Red Hat Update for pcs security (RHSA-2022:7447)

240911 Red Hat Update for pcs security (RHSA-2022:7935)

940745 AlmaLinux Security Update for pcs (ALSA-2022:7447)

940840 AlmaLinux Security Update for pcs (ALSA-2022:7935)

960307 Rocky Linux Security Update for pcs (RLSA-2022:7447)

960491 Rocky Linux Security Update for pcs (RLSA-2022:7935)
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