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Summary

CVE CVE-2022-1053

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-06 17:15:00 UTC

Updated 2023-11-07 03:41:00 UTC

Description Keylime does not enforce that the agent registrar data is the same when the tenant uses it for validation of the EK and identity quote and the verifier for validating the integrity quote. This allows an attacker to use one AK, EK pair from a real TPM to pass EK validation and give the verifier an AK of a software TPM. A successful attack breaks the entire chain of trust because a not validated AK is used by the verifier. This issue is worse if the validation happens first and then the agent gets added to the verifier because the timing is easier and the verifier does not validate the regcount entry being equal to 1,

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 34 All All All

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

Application Keylime Keylime All All All All

References

Reference Source Link

Invalid Bug ID bugzilla.redhat.com

github.com/keylime/keylime/security/advisories/GHSA-jf66-3q76-h5p5, MISC github.com

[SECURITY] Fedora 34 Update: keylime-6.4.0-1.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 35 Update: keylime-6.4.0-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 35 Update: keylime-6.4.0-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 36 Update: keylime-6.4.0-1.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Invalid Bug ID MISC bugzilla.redhat.com

[SECURITY] Fedora 36 Update: keylime-6.4.0-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 34 Update: keylime-6.4.0-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

github.com/keylime/keylime/security/advisories/GHSA-jf66-3q76-h5p5%2C github.com
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tenant, verifier: let the tenant provide the AK and mTLS certificate · keylime/keylime@bd5de71 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

282675 Fedora Security Update for keylime (FEDORA-2022-f9ace23a78)

282676 Fedora Security Update for keylime (FEDORA-2022-7c9173843a)

282711 Fedora Security Update for keylime (FEDORA-2022-748fda10e7)

752433 SUSE Enterprise Linux Security Update for keylime (SUSE-SU-2022:2658-1)
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