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CVE CVE-2022-1056
State PUBLIC
Assigner cve@gitlab.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-28 19:15:00 UTC
Updated 2023-02-22 17:35:00 UTC
Description Out-of-bounds Read error in tiffcrop in libtiff 4.3.0 allows attackers to cause a denial-of-service via a crafted tiff file. For uset

1|

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Libtiff Libtiff 4.3.0 All All All

Application Netapp Active Ig Unified Manager - All All All

Reference Source Lir
2022/CVE-2022-1056.json - master - GitLab.org / cves - GitLab CONFIRM il
April 2022 LibTIFF Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  se
LibTIFF: Multiple Vulnerabilities (GLSA 202210-10) — Gentoo security GENTOO  set
tiffcrop: heap-buffer-overflow in _TIFFmemcpy, tif_unix.c:346 (#391) - Issues - libtiff / libtiff - GitLab MISC gitl
tiffcrop: fix issue #380 and #382 heap buffer overflow in extractimageSection (!307) - Merge requests - libtiff / libtiff - GitLab ~ MISC gitl
CVE Program record CVE.ORG ww
NVD vulnerability detail NVD nve
A

Vendor Comments And Credit

Discovery Credit

LEGACY: wangdw.augustus@gmail.com



https://cve.report/
https://cve.report/CVE-2022-1056/mitre
https://cve.report/CVE-2022-1056/nist
https://cve.report/CVE-2022-1056/cve_org
https://cve.report/CVE-2022-1056.pdf
http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff
http://cve.report/vendor/netapp
http://cve.report/software/netapp/active_iq_unified_manager
https://gitlab.com/gitlab-org/cves/-/blob/master/2022/CVE-2022-1056.json
https://security.netapp.com/advisory/ntap-20221228-0008/
https://security.gentoo.org/glsa/202210-10
https://gitlab.com/libtiff/libtiff/-/issues/391
https://gitlab.com/libtiff/libtiff/-/merge_requests/307
https://www.cve.org/CVERecord?id=CVE-2022-1056
https://nvd.nist.gov/vuln/detail/CVE-2022-1056

Legacy QID Mappings |

184742 Debian Security Update for tiff (CVE-2022-1056)

354326 Amazon Linux Security Advisory for libtiff : ALAS2022-2022-194
354416 Amazon Linux Security Advisory for libtiff : ALAS2022-2022-094
354431 Amazon Linux Security Advisory for libtiff : ALAS2022-2022-183
354588 Amazon Linux Security Advisory for libtiff : ALAS-2022-194

355159 Amazon Linux Security Advisory for libtiff : ALAS2023-2023-050
710659 Gentoo Linux LibTIFF Multiple Vulnerabilities (GLSA 202210-10)
752138 SUSE Enterprise Linux Security Update for tiff (SUSE-SU-2022:1667-1)
752188 SUSE Enterprise Linux Security Update for tiff (SUSE-SU-2022:1882-1)

901721 Common Base Linux Mariner (CBL-Mariner) Security Update for libtiff (9187-1)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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