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Summary

CVE CVE-2022-1065

State PUBLIC

Assigner vulnerability@ncsc.ch

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-19 08:15:00 UTC

Updated 2022-04-27 14:56:00 UTC

Description A vulnerability within the authentication process of Abacus ERP allows a remote attacker to bypass the second authentication factor. This issue affects: Abacus ERP v2022 versions prior to R1 of 2022-01-15; v2021 versions prior to R4 of 2022-01-15; v2020 versions prior to R6 of 2022-01-15; v2019 versions later than R5 (service pack); v2018 versions later than R5 (service pack). This issue does not affect: Abacus ERP v2019 versions prior to R5 of 2020-03-15; v2018 versions prior to R7 of 2020-04-15; v2017 version and prior versions and prior versions.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Abacus Abacus Erp 2018 All All All All

Application Abacus Abacus Erp 2019 All All All All

Application Abacus Abacus Erp 2020 All All All All

Application Abacus Abacus Erp 2021 All All All All

Application Abacus Abacus Erp 2022 All All All All

References

Reference Source Link Tags

www.redguard.ch/advisories/abacus_mfa_bypass.txt CONFIRM www.redguard.ch

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Roman Gribi, Redguard AG

There are currently no legacy QID mappings associated with this CVE.

https://cve.report/
https://cve.report/CVE-2022-1065/mitre
https://cve.report/CVE-2022-1065/nist
https://cve.report/CVE-2022-1065/cve_org
https://cve.report/api/cve/CVE-2022-1065.json
https://cve.report/CVE-2022-1065.pdf
http://cve.report/vendor/abacus
http://cve.report/software/abacus/abacus_erp_2018
http://cve.report/vendor/abacus
http://cve.report/software/abacus/abacus_erp_2019
http://cve.report/vendor/abacus
http://cve.report/software/abacus/abacus_erp_2020
http://cve.report/vendor/abacus
http://cve.report/software/abacus/abacus_erp_2021
http://cve.report/vendor/abacus
http://cve.report/software/abacus/abacus_erp_2022
https://www.redguard.ch/advisories/abacus_mfa_bypass.txt
https://www.cve.org/CVERecord?id=CVE-2022-1065
https://nvd.nist.gov/vuln/detail/CVE-2022-1065
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