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Summary

CVE CVE-2022-1161

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-11 20:15:00 UTC

Updated 2022-04-18 14:23:00 UTC

Description An attacker with the ability to modify a user program may change user program code on some ControlLogix, CompactLogix, and GuardLogix Control systems. Studio 5000 Logix Designer writes user-readable program code to a separate location than the executed compiled code, allowing an attacker to change one and not the other.

Risk And Classification

Problem Types: CWE-829

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Rockwellautomation Compactlogix 1768-l43 - All All All

Operating System Rockwellautomation Compactlogix 1768-l43 Firmware All All All All

Hardware Rockwellautomation Compactlogix 1768-l45 - All All All

Operating System Rockwellautomation Compactlogix 1768-l45 Firmware All All All All

Hardware Rockwellautomation Compactlogix 1769-l31 - All All All

Operating System Rockwellautomation Compactlogix 1769-l31 Firmware All All All All

Hardware Rockwellautomation Compactlogix 1769-l32c - All All All

Operating System Rockwellautomation Compactlogix 1769-l32c Firmware All All All All

Hardware Rockwellautomation Compactlogix 1769-l32e - All All All

Operating System Rockwellautomation Compactlogix 1769-l32e Firmware All All All All

Hardware Rockwellautomation Compactlogix 1769-l35cr - All All All

Operating System Rockwellautomation Compactlogix 1769-l35cr Firmware All All All All

Hardware Rockwellautomation Compactlogix 1769-l35e - All All All

Operating System Rockwellautomation Compactlogix 1769-l35e Firmware All All All All

Hardware Rockwellautomation Compactlogix 5370 L1 - All All All

Operating System Rockwellautomation Compactlogix 5370 L1 Firmware All All All All

Hardware Rockwellautomation Compactlogix 5370 L2 - All All All
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Hardware Rockwellautomation Compactlogix 5370 L2 - All All All

Operating System Rockwellautomation Compactlogix 5370 L2 Firmware All All All All

Hardware Rockwellautomation Compactlogix 5370 L3 - All All All

Operating System Rockwellautomation Compactlogix 5370 L3 Firmware All All All All

Hardware Rockwellautomation Compactlogix 5380 - All All All

Operating System Rockwellautomation Compactlogix 5380 Firmware All All All All

Hardware Rockwellautomation Compactlogix 5480 - All All All

Operating System Rockwellautomation Compactlogix 5480 Firmware All All All All

Hardware Rockwellautomation Compact Guardlogix 5370 - All All All

Operating System Rockwellautomation Compact Guardlogix 5370 Firmware All All All All

Hardware Rockwellautomation Compact Guardlogix 5380 - All All All

Operating System Rockwellautomation Compact Guardlogix 5380 Firmware All All All All

Hardware Rockwellautomation Controllogix 5550 - All All All

Operating System Rockwellautomation Controllogix 5550 Firmware All All All All

Hardware Rockwellautomation Controllogix 5560 - All All All

Operating System Rockwellautomation Controllogix 5560 Firmware All All All All

Hardware Rockwellautomation Controllogix 5570 - All All All

Operating System Rockwellautomation Controllogix 5570 Firmware All All All All

Hardware Rockwellautomation Controllogix 5580 - All All All

Operating System Rockwellautomation Controllogix 5580 Firmware All All All All

Hardware Rockwellautomation Drivelogix 5730 - All All All

Operating System Rockwellautomation Drivelogix 5730 Firmware All All All All

Hardware Rockwellautomation Flexlogix 1794-l34 - All All All

Operating System Rockwellautomation Flexlogix 1794-l34 Firmware All All All All

Hardware Rockwellautomation Guardlogix 5560 - All All All

Operating System Rockwellautomation Guardlogix 5560 Firmware All All All All

Hardware Rockwellautomation Guardlogix 5570 - All All All

Operating System Rockwellautomation Guardlogix 5570 Firmware All All All All

Hardware Rockwellautomation Guardlogix 5580 - All All All

Operating System Rockwellautomation Guardlogix 5580 Firmware All All All All

Hardware Rockwellautomation Softlogix 5800 - All All All

Operating System Rockwellautomation Softlogix 5800 Firmware All All All All

References

Reference Source Link Tags

Rockwell Automation Logix Controllers | CISA MISC www.cisa.gov

CVE Program record CVE.ORG www.cve.org canonical
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Sharon Brizinov and Tal Keren of Claroty reported this vulnerability to CISA.

Legacy QID Mappings
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