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AV-NAC:LIPRN/ULN/S: UG HIHAN Certain versions of Gitlab from Gitlab contain the foIIowing
’ vulnerability:

A hardcoded password was set for accounts registered using an
OmniAuth provider (e.g. OAuth, LDAP, SAML) in GitLab CE/EE
versions 14.7 prior to 14.7.7, 14.8 prior to 14.8.5, and 14.9 prior to
14.9.2 allowing attackers to potentially take over accounts

AV

CVE-2022-1162 has been assigned by [l cve@gitlab.com to track the vulnerability - currently rated as severity.
Affected Vendor/Software: [lj] GitLab - GitLab version >=14.9, <14.9.2
Affected Vendor/Software: [l] GitLab - GitLab version >=14.8, <14.8.5

Affected Vendor/Software: [l GitLab - GitLab version >=14.7, <14.7.7

CVSS3 Score: 9.8- CRITICAL

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References


https://cve.report/
https://cve.report/CVE-2022-1162/mitre
https://cve.report/CVE-2022-1162/nist
https://cve.report/CVE-2022-1162/cve_org
https://cve.report/CVE-2022-1162.pdf
http://cve.report/software/gitlab/gitlab
http://cve.report/vendor/gitlab
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/

Description Tags Link

2022/CVE-2022-1162.json - master - GitLab.org B CONFIRM gitlab.com/gitlab-org/cves/-
/ cves - GitLab /blob/master/2022/CVE-2022-1162.json

Gitlab 14.9 Authentication Bypass ~ Packet M8 MISC packetstormsecurity.com/files/166828/Gitlab-14.9-
Storm Authentication-Bypass.html

Not Found B MISC gitlab.com/gitlab-org/gitlab/-/issues/357210

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

376517 GitLab Static Password Vulnerability For Accounts Registered Using OmniAuth
690828 Free Berkeley Software Distribution (FreeBSD) Security Update for gitlab (8657eedd-b423-11ec-9559-001b217b3468)

730422 GitLab Static Password Vulnerability For Accounts Registered Using OmniAuth

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Gitlab Gitlab All All All All
Application Gitlab Gitlab All All All All

Discovery Credit

This vulnerability has been discovered internally by the GitLab team
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#Critical #Gitlab vulnerability lets attackers take over accounts CVE-2022-1162 Response
about.gitlab.com/releases/2022/...

The bug (discovered internally and tracked as CVE-2022-1162) affects both GitLab
Community Edition (CE) and Enterpr... twitter.com/i/web/status/1...

A critical vulnerability (CVE-2022-1162) that could allow hackers to take over user accounts
using hardcoded passwo... twitter.com/i/web/status/1...

So for the #Gitlab CVE-2022-1162 with static creds even the committer was aware, that it's
probably not acceptable... twitter.com/i/web/status/1...

My personal analysis thread on how the critical @gitlab CVE-2022-1162 was introduced.
TL;DR; Code commit with "str... twitter.com/i/web/status/1...
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#DevOps platform GitLab has released software updates to fix a critical #vulnerability (CVE-
2022-1162) that could a... twitter.com/i/web/status/1...

#DevOps platform GitLab has released software updates to fix a critical #vulnerability (CVE-
2022-1162) that could a... twitter.com/i/web/status/1...

DevOps platform GitLab has released software updates to fix a critical vulnerability (CVE-
2022-1162) that could all... twitter.com/i/web/status/1...

#DevOps platform GitLab has released software updates to fix a critical #vulnerability (CVE-
2022-1162) that could a... twitter.com/i/web/status/1...

#DevOps platform GitLab has released software updates to fix a critical #vulnerability (CVE-
2022-1162) that could a... twitter.com/i/web/status/1...

DevOps platform GitLab has released software updates to fix a critical vulnerability (CVE-
2022-1162) that could all... twitter.com/i/web/status/1...

thehackernews.com/2022/04/qgitlab... Tracked as CVE-2022-1162, the issue has a CVSS
score of 9.1 and is said to have been di... twitter.com/i/web/status/1...

#DevOps platform GitLab has released software updates to fix a critical #vulnerability (CVE-
2022-1162) that could a... twitter.com/i/web/status/1...

Critical CVE-2022-1162 flaw in #GitLab allowed threat actors to take over accounts
securityaffairs.co/wordpress/1297... #securityaffairs #hacking

Critical CVE-2022-1162 flaw in GitLab allowed threat actors to take over accounts
dlvr.it/'SMqc4y

Critical CVE-2022-1162 flaw in GitLab allowed threat actors to take over accounts
securityaffairs.co/wordpress/1297...

Critical CVE-2022-1162 flaw in GitLab allowed threat actors to take over accounts
i.securitythinkingcap.com/SMqc6z

Critical CVE-2022-1162 flaw in GitLab allowed threat actors to take over accounts
dlvr.it/SMqc77 via securityaffairs

Critical CVE-2022-1162 flaw in GitLab allowed threat actors to take over accounts: GitLab
has addressed a critical... twitter.com/i/web/status/1...

Critical CVE-2022-1162 flaw in GitLab allowed threat actors to take over accounts -
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1162 about.gitlab.com/releases/2022/...

Critical CVE-2022-1162 flaw in GitLab allowed threat actors to take over accounts
isecurityfeed.wordpress.com/2022/04/02/cri...

Critical CVE-2022-1162 flaw in GitLab allowed threat actors to take over accounts
itsecuritynews.info/critical-cve-2...

Critical CVE-2022-1162 flaw in GitLab allowed threat actors to take over accounts:
ift.tt/VDOfgpM by Secur... twitter.com/i/web/status/1...

Critical CVE-2022-1162 flaw in GitLab allowed threat actors to take over accounts
securityaffairs.co/wordpress/1297...
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ift.t/VDOfgpM .. Critical CVE-2022-1162 flaw in GitLab allowed threat actors to take over
accounts #news... twitter.com/i/web/status/1...
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Critical CVE-2022-1162 flaw in GitLab allowed threat actors to take over accounts
securityaffairs.co/wordpress/1297... #Security... twitter.com/i/web/status/1...

GitLab has addressed a critical vulnerability, tracked as CVE-2022-1162 (CVSS score of 9.1)
The bug was address... twitter.com/i/web/status/1...

The vuln CVE-2022-1162 has a tweet created 0 days ago and retweeted 10 times.
twitter.com/Th3PeKo/status... #pow1rtrtwwcve

Critical CVE-2022-1162 flaw in GitLab allowed threat actors to take over accounts
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Find recommendations for GitLab Password Security Vulnerability - CVE-2022-1162.
ow.ly/EBHO50Izbvl

Critical CVE-2022-1162 flaw in #GitLab allowed threat actors to take over accounts.
securityaffairs.co/wordpress/1297... #securityaffairs #hacking

GitLab has released software updates to address a critical security vulnerability that is
tracked as CVE-2022-1162,... twitter.com/i/web/status/1...

AGitLablCERZAESFHE (CVE-2022-1162) . BELTZ VY —ICKB 7TV FHESEI) A
BEIC ?TOTOLINKEL R D= 2fB551E. Miraik— A MDDoSF + >R — "Beastmode ; T
RSN 3 ?[E55... twitter.com/i/web/status/1...

CVE-2022-1162: Gitlab flaw allows remote attackers to take over user accounts
securityonline.info/cve-2022-1162-...

The vuln CVE-2022-1162 has a tweet created 0 days ago and retweeted 13 times.
twitter.com/Dinosn/status/... #pow1rtrtwwcve

GitLablEMi 2 R IEE AP IRIEME KR ithome.com.tw/news/150259 GitLab7E3H31H
BETLEH , FERA T W HEEEEIRIENCVE-2022-1162E AL LRI,

#DevOps platform ##GitLab has released software updates to fix a critical #vulnerability
(CVE-2022-1162) that could... twitter.com/i/web/status/1...

#GitLab has addressed a critical #vulnerability, tracked as CVE-2022-1162 (CVSS score of
9.1), that could allow rem... twitter.com/i/web/status/1...

CVE-2022-1162 flaw in GitLab allowed threat actors to take over accounts
securityaffairs.co/wordpress/1297...

GitLab yctpaHun kputnyeckyto yassumocTe CVE-2022-1162, 3atparmsatoLyto kak GitLab
Community Edition (CE), Tak n Enterp... twitter.com/i/web/status/1...

Critical CVE-2022-1162 flaw in GitLab allowed threat actors to take over accounts
securityaffairs.co/wordpress/1297...

CVE-2022-1162 har-sia.info/CVE-2022-1162.... #Harsialnfo
CVE-2022-1162 : A hardcoded password was set for accounts registered using an OmniAuth
provider e.g. OAuth, LDAP,... twitter.com/i/web/status/1...

Gitlab - CVE-2022-1162: gitlab.com/gitlab-org/cve...

Gitlab — Static passwords set during OmniAuth-based registration (CVE-2022-1162)

GitLab hardcoded password vulnerability allows to take over all accounts registered using an
OmniAuth provider (e.g. OAuth, LDAP, SAML) CVE-2022-1162

Critical CVE-2022-1162 flaw in GitLab allowed threat actors to take over accounts

Update your GitLab as soon as possible, your passwords are in danger

GitLab Releases Patch for Critical Vulnerability That Could Let Attackers Hijack Accounts.
Tracked as CVE-2022-1162, the issue has a CVSS score of 9.1 and is said to have been
discovered internally by the GitLab team.
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