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On vulnerable configurations, the named daemon may, in some circumstances, terminate with an assertion failure. Vulnera
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Risk And Classification

Problem Types: CWE-617

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System

Hardware

Operating System

References

Vendor Product Version Update Edition Language
Isc Bind 9.19.0 All All All
Isc Bind All All All All
Netapp H300s - All All All
Netapp H300s Firmware - All All All
Netapp H410c - All All Al
Netapp H410c Firmware - All All All
Netapp H410s - All All Al
Netapp H410s Firmware - All All All
Netapp H500s - All All All
Netapp H500s Firmware - All All All
Netapp H700s - All All All
Netapp H700s Firmware - All All All

Reference

Source Link Tags

CVE-2022-1183: Destroying a TLS session early causes assertion failure - Security Advisories CONFIRM  kb.isc.org

CVE-2022-1183 ISC BIND Vulnerability in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com
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Vendor Comments And Credit

Discovery Credit
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LEGACY: ISC would like to thank Thomas Amgarten from arcade solutions ag for bringing
this vulnerability to our attention.

Legacy QID Mappings

15132 ISC BIND Assertion Failure Vulnerability
15141 ISC BIND Denial of Service (DoS) Vulnerability (CVE-2022-1183)

182957 Debian Security Update for bind9 (CVE-2022-1183)

198794 Ubuntu Security Notification for Bind Vulnerability (USN-5429-1)
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