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Summary

CVE CVE-2022-1197

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-22 20:15:00 UTC

Updated 2022-12-29 16:40:00 UTC

Description When importing a revoked key that specified key compromise as the revocation reason, Thunderbird did not update the existing copy of the key that was not yet revoked, and the existing key was kept as non-revoked. Revocation statements that used another revocation reason, or that didn't specify a revocation reason, were unaffected. This vulnerability affects Thunderbird < 91.8.

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Thunderbird All All All All

References

Reference Source Link Tags

Security Vulnerabilities fixed in Thunderbird 91.8 — Mozilla MISC www.mozilla.org

Access Denied MISC bugzilla.mozilla.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159752 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2022-1302)

159753 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2022-1301)

179183 Debian Security Update for thunderbird (DSA 5118-1)

179185 Debian Security Update for thunderbird (DLA 2978-1)

182717 Debian Security Update for thunderbird (CVE-2022-1197)
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182717 Debian Security Update for thunderbird (CVE-2022-1197)

198755 Ubuntu Security Notification for Thunderbird Vulnerabilities (USN-5393-1)

240211 Red Hat Update for thunderbird (RHSA-2022:1302)

240212 Red Hat Update for thunderbird (RHSA-2022:1305)

240214 Red Hat Update for thunderbird (RHSA-2022:1301)

240215 Red Hat Update for thunderbird (RHSA-2022:1326)

296064 Oracle Solaris 11.4 Support Repository Update (SRU) 46.119.2 Missing (CPUAPR2022)

353266 Amazon Linux Security Advisory for thunderbird : ALAS2-2022-1789

376522 Mozilla Thunderbird Multiple Vulnerabilities (MFSA2022-15)

502388 Alpine Linux Security Update for thunderbird

710585 Gentoo Linux Mozilla Thunderbird Multiple Vulnerabilities (GLSA 202208-14)

753461 SUSE Enterprise Linux Security Update for MozillaThunderbird (SUSE-SU-2022:1176-1)

940477 AlmaLinux Security Update for thunderbird (ALSA-2022:1301)

960590 Rocky Linux Security Update for thunderbird (RLSA-2022:1301)
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