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Summary

CVE CVE-2022-1203

State PUBLIC

Assigner contact@wpscan.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-30 09:15:00 UTC

Updated 2023-11-07 03:41:00 UTC

Description The Content Mask WordPress plugin before 1.8.4.1 does not have authorisation and CSRF checks in various AJAX actions, as well as does not validate the option to be updated to ensure it belongs to the plugin. As a result, any authenticated user, such as subscriber could modify arbitrary blog options

Risk And Classification

Problem Types: CWE-352 | CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Content Mask Project Content Mask All All All All

References

Reference Source Link

Attention Required! | Cloudflare MISC wpscan.com

Our Proactive Monitoring Caught an Authenticated Option Update Vulnerability in Content Mask – Plugin Vulnerabilities MISC www.pluginvulnerabilities.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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