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Summary

CVE CVE-2022-1210

State PUBLIC

Assigner cna@vuldb.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-03 09:15:00 UTC

Updated 2023-07-24 13:46:00 UTC

Description A vulnerability classified as problematic was found in LibTIFF 4.3.0. Affected by this vulnerability is the TIFF File Handler of tiff2ps. Opening a malicious file leads to a denial of service. The attack can be launched remotely but requires user interaction. The exploit has been disclosed to the public and may be used.

Risk And Classification

Problem Types: CWE-404

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libtiff Libtiff 4.3.0 All All All

Application Netapp Ontap Select Deploy Administration Utility - All All All

References

Reference Source Link

LibTIFF: Multiple Vulnerabilities (GLSA 202210-10) — Gentoo security GENTOO security.gentoo.org

Tiff conversion to PS crashed due to incorrect memory size request (#402) · Issues · libtiff / libtiff · GitLab MISC gitlab.com

CVE-2022-1210 | LibTIFF tiff2ps resource consumption (Issue 402) MISC vuldb.com

gitlab.com/libtiff/libtiff/uploads/c3da94e53cf1e1e8e6d4d3780dc8c42f/exam... MISC gitlab.com

CVE-2022-1210 LibTIFF Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

356372 Amazon Linux Security Advisory for jbigkit : ALAS2023-2023-376
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356440 Amazon Linux Security Advisory for jbigkit : ALAS2-2023-2305

710659 Gentoo Linux LibTIFF Multiple Vulnerabilities (GLSA 202210-10)

755536 SUSE Enterprise Linux Security Update for jbigkit (SUSE-SU-2023:4969-1)

755537 SUSE Enterprise Linux Security Update for jbigkit (SUSE-SU-2023:4968-1)

755538 SUSE Enterprise Linux Security Update for jbigkit (SUSE-SU-2023:4968-1)

755539 SUSE Enterprise Linux Security Update for jbigkit (SUSE-SU-2023:4968-1)

900898 Common Base Linux Mariner (CBL-Mariner) Security Update for libtiff (9302)

902322 Common Base Linux Mariner (CBL-Mariner) Security Update for libtiff (9302-1)
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