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Summary

CVE CVE-2022-1231

State PUBLIC

Assigner security@huntr.dev

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-15 15:15:00 UTC

Updated 2023-11-07 03:41:00 UTC

Description XSS via Embedded SVG in SVG Diagram Format in GitHub repository plantuml/plantuml prior to 1.2022.4. Stored XSS in the context of the diagram embedder. Depending on the actual context, this ranges from stealing secrets to account hijacking or even to code execution for example in desktop applications. Web based applications are the ones most affected. Since the SVG format allows clickable links in diagrams, it is commonly used in plugins for web based projects (like the Confluence plugin, etc. see https://plantuml.com/de/running).

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

Application Plantuml Plantuml All All All All

References

Reference Source Link Tags

[SECURITY] Fedora 36 Update: plantuml-1.2022.4-1.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 35 Update: plantuml-1.2022.2-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

huntr – Security Bounties for any GitHub repository CONFIRM huntr.dev

[SECURITY] Fedora 36 Update: plantuml-1.2022.4-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 35 Update: plantuml-1.2022.2-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

wip · plantuml/plantuml@c9137be · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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